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MWHUCTEPCTBO OEPA30BAHUA U HAYKN POCCUNCKOW ®EAEPALINU

AENAPTAMEHT rOCYOAPCTBEHHOM MNONMTUKN B COEPE
OBLUEro OBPA3OBAHMA

nMCbMO
oT 14 maa 2018 r. N 08-1184

O HANPABJIEHWNA UHOOPMALIUK

HenapTameHT rocyaapcTBeHHOM NONWTUKM B cthepe obliero obpasoBaHua MuHobpHaykm Poccnn HanpaenseT
Ana cBefleHWsa paspalboTaHHble BpemeHHol komucchei CoeeTa Pedepayum no pasBUTUAO MHMOOPMALIMOHHOTO
obLecTBa MeToaMHECKME PEKOMEHAALMM O pasMELLIEHMM HA MHEDOPMALIMOHHBLIX CTeHAaX, ouLManbHbIX MHTEPHET-
canTax 1 apyrvx MHpopMaLMOHHBLIX pecypcax obLleobpasoBaTeflbHbIX OPraHU3aLMiA M OpraHoB, OCYLLECTBSHOLLINX
ynpasneHve B cdrepe obpasoBaHWs, MHopMaLmm o 6e3onacHOM NoBeAeHUN WU UCMONb30BaHWUK ceTu "MHTepHeT".

OunpekTtop OenaprameHTa
AE.TMETPOB

MpunoxeHue

METOAWYECKWE PEKOMEHAAL WU
O PASMEWEHNYN HA MTHOOPMALIMOHHbIX CTEHOAX, O®ULUWNANBbHbIX
WHTEPHET-CAUTAX W APYTUX MH®OPMALIMOHHbIX PECYPCAX
OBLLEOBPA30OBATENbHbIX OPFAHU3ALIUA U OPFTAHOB, OCYLLEECTBIAIOLNX
YNPABJNEHWE B COEPE OBPA30BAHWA, MTHOOPMALIMKA O BE3OMNACHOM
NOBEAEHWN N UICNOJNIb3OBAHWUW CETWU "MHTEPHET™

OkcrneptaMmyu KU YneHamm BpemeHHon komuccum CoeeTta Pepepauy Mo pasBUTUO WMHGOpPMaLMOHHOMO
obLecTBa B pamMKax BbINOMHEHWS pekoMeHAaUWiA NapnaMeHTCKUX cryllaHunia "AkTyanbHele BOoNpockl oGecneyYeHums
6e30NacHOCTV W pasBUTUA AeTel B MHpopMaLWMOHHOM nNpocTpaHcTBe”, koTopble npolwwnuv B Coete Gepepauym 17
anpena 2017 r., 66Ny paspaboTaHbl MeTogUYECKME pEeKOMEHAaUMN © pasMelleHUA Ha MHOPMaLMOHHBLIX CTEHAaX,
obmUManbHbIX MHTEPHET-CalTax W APYMMX MHPOPMAaUMOHHLIX pecypcax oblieobpasoBaTenbHbIX opraHMsalpia K
OpraHoB, OCYLLECTBMNSAIOWMX YyrpaBneHue B cdepe obpasoBaHusa, WHdopMauum o 6e3onacHOM MOBEAEHUK W
Hcnone3oBaHUK ceT "MIHTepHeT" (fanee - MeToANYECKNE pekoMeHZaunn).

MeToguueckre peKOMeHAaLUMM HanpaBrneHbl Ha KadeCTBEHHOE TMOBLIWEHWE YPOBHA WHAOPMaLMOHHOM
JedAtensHocT obweobpasoBaTenbHbX OpraHU3aUMiA M OpraHoB, OCYLUECTBRSIOWMX YNpaBneHWe B cdepe
obpasoBaHUs, B HacTU MHPOPMUPOBaAHWA YYaLLWXCH, X poguTeneid (3aKoHHbLIX NpedcTaBUTENER) M Negarornyeckunx
pPaboTHWKOB 06 OCHOBHLIX acnekTax MHPOPMAaLMOHHOW He30MacHOCTH.

MeToamdeckne  pexkoMeHAaummK  nossonaT  oblieobpasoBaTerbHbIM  OpraHW3aUmMsM W opraHam,
OCYLLEeCTBMNAIOWMM yrpaBrneHne B cdepe obpasoBaHWs, aKTyanu3vpoBaTb YXe KCMorb3yeMble W pasmelleHHbIe
WHOPMaLMOHHBIE MaTepuarnbl, Tak U MOArOTOBUTEL MX B Cflydae WX OTCYTCTBUA C YYETOM NyYWMX MNPakTUK U
pekoMeHgauniA.

B pamkax MeTogmMHecKMX pekoMeHAaLMiA paccMaTPUBAIOTCH CreAYoW e MHCTPYMEHTLI;
1. MHPOPMALMOHHBLIE CTEHAI;

2. otpuManbHBle MHTEPHET-PeCYpChI;
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3. cpefcTBa MaccoBor MHGOPMaLMM (LUKOMNEBHBIE MA3eThl, NegarorMyeckne UsgaHva 1 apyrue).
WHpopmaLMoHHbIe cTeHAbI

Ha wHpopmalmoHHbIX cTeHaax B oblieobpa3oBaTerbHbIX OpraHU3alusax, PacrioNoXeHHbIX B doie
yupexaeHuin 1 B KabuHeTax, OCHALLEeHHbIX MepPCOHamnbHBIMU YCTPOUCTBaMKW AnA BbIXoAa B ceTb "WHTepHeT",
peKoMeHAyeTCA pasMecTUTb WMHOPMALMOHHbIE MaMATKM, COAEPXALLME OCHOBHLIE COBeTbl Mo obecneyvyeHuo
WHbopMaLMoHHO M 6e30MacHOCTU yYaLLMXCS.

B npuroxeHun N 1 k MeTogMYECKUM pekoMeHAaLWsM npefcTaBneH obpasel NaMsTkU A5 pasMeLLeHUs Ha
WMHPOPMAaLMOHHBIX CTEHAAX.

CpepcTBa MaccoBOM MHGopMaLMK

B cpeactBax MaccoBoW MHGOPMALIMKM, OPUEHTUMPOBAHHBIX Ha 0GY4aloLVXCHA, PeKoOMEHAYEeTCH B TeuyeHue
yuebHoro roga perynspHo nybnukoeaTb WH(POPMALMOHHBIE MaTepuarnbl, MOCBALLEHHbIE OTAENbHLIM ACTEKTaM
WHbopMaLMoHHO M 6e30MacHOCTH, a Takke pasnyHble NaMATKA oBLLEero xapakrepa.

B cpeactBax MaccoBol MH(OPMALMM, OPWEHTUPOBaHHBIX Ha Mejarornyeckyto  obLLIecTBEHHOCTb,
pekoMeHAyeTCA B TeYeHWe KareHgapHoro roga perynspHo nybnvkoBaTb WHOOPMAaLUWOHHBIE MaTepuansi,
MOCBALLEHHbIE OTAENbHLIM acrekTaM WHOpPMaLMOHHOW 6e30MacHOCTM Kak HeCOBEpLUEHHONETHUX, Tak W
oblleoCpazoBaTernbHbX OpraHMsalWii, a TakKe pasnudHble namMATkM, 0630pbl  HOPMaTWBHO-NPaBOBOIO
perynmMpoBaHuKs AaHHoM cihepbl M MHOPMaLIMKO O aKTyarnbHbIX MepornpUsTUsX 1 coBbITUAX B flaHHOW cdepe.

B xope nporeaeHus EamnHoro ypoka no 6e3onacHocty B ceTn "MIHTepHeT" pekomeHayeTcs 00ecneynTb BbIMycK
TeMaTW4ecKoro Beinycka cpeAcTBa MaccoBoi MHopMaLmn Nbo cepu NyGrvkayuii, cpeimr KOTopbIX PacCMOTPETb
OpraHV3oBaHHbIE MEPONPUSTUS ANA o0ByyatoWwMxcs, MX POAMTENEeN (3aKOHHbIX NPeACTaBUTENER) 1 NefarcrM4eckoln
0BLLECTBEHHOCTU.

OcdumumnanbHble MHTepHeT-pecypcbl
ObweobpasoBaTenbHBIM CpraHn3aLUuaM pekoMeHAYeTCAa Ha cBouxX oduupanbHbiX MHTepHeT-pecypcax

obecneunTb YHKUMOHMPOBaAHME CaMOCTOATENMBHOrO W chneuManuavpoBaHHoro pasgena "MHdpopmMalvoHHasdA
6e30MacHOCTE", B paMKax KOTOPOro NpeaycMoTpeTs pasMelleH e crieaytolein HdopMaLmm;

N Paspgen/noapasaen dopmat npeacTaBrneHnA CogepxaHve MaTepmanos
MaTepuanos
1. |JlokanesHble Konwun AoKymeHTOB B PasmeLlaloTca kKonmMu 0KYMEHTOB, T.€.

HOopMaTWBHblE akTel B | hopmate *PDF CKaHUPOBaHHLIA BapUaHT JAOKyMeHTa,
cpepe obecneyeHus COOTBETCTBYHOLUMIA TpeboBaHUAM K
WHpopMaLMoOHHON napameTpaM CKaHWPOBaHWA.
6esonacHocTH PasmeLlaoTca f0KYMEHTHI,
obyvaroLuxcs pernameHTUPYIOLWME OpraHUsaLMIo U

paboTy ¢ nepcoHanbHbIMN AaHHBIMA,
nrnaHbl MEPONPUATUIA No oBecneYeHno
MHhopmaLoHHo BesonacHoCTU
oByualoLwyxca v apyrve.

2. |HopmaTnBHOe Konvn 4okymMeHToB B [MyBrnKkyOTCA akTyankeHble CBEAEHMS O
perynuposaHue dopmate *PDF deaepanbHbBIX U PerMoHanbHbIX 3akoHax,
NMCbMax OpraHoB BIacTy W Apyrve
HOPMAaTUBHO-MPABOBLIE JOKYMEHTHI,
perrnameHTUpyOLWMe obecneveHme
VHMOPMaLWOHHOM 5230MacHOCTH
HecoBepLeHHoneTHUX. JonyckaeTtcsa
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BMECTO KOMUIA pasmMeLllaTb r’mnepccbinkm Ha
COOTBETCTBYKOUWME NOKYMEHTBI Ha canrax
opraHoB FOC)(,E[apCTBeHHOVI BnacTw.

3. Meparorveckm TeKCT Ha cTpaHuue Paamewatotca MeTogndeckme
paboTHMKaM caiTa pekoMeHAaLMn 1 YKasLIBaeTCs
Konunn fokyMeHTOB B MHhopMaLMA O MEPONPUATUAX, MPoeKTax
dopmaTe *PDF W nporpamMmax, HanpabBneHHbIX Ha

NoBbLILLeHUE MHEPOPMALIMOHHOK
rpamMoTHOCTU NedarorHecknx paboTHUKOB.

4. | ObyvaowmmMes TekcT Ha cTpaHuLe PasmelaeTca mHdopMaLMoHHa A NaMsaTKa
canTta (npvnoxeHre N 2) n ykasbiBaeTcs
WMHOpPMaLMs O MePONPUATUAX, MPOeKTax
W NporpaMmax, HanpasneHHbIX Ha
noBbiLLeHe MHPOPMALIMOHHOK
rPamMoTHOCTM 0OYYaloLUXCA.

5. | Poautenam (3akoHHbIM | TEKCT Ha CTpaHMUe Pasmelwaetca MHpopMaLMOHHAS NamMAaTka
npeacTaBUTensm) canTa (NnpynoxeHne N 3).
obyvaromxea

6. |[HeTtckve GesonacHble | TeKCT Ha cTpaHuMUe Paamewaetca nHcbopmauma o
calThbl caiTta pekoMeH yeMbIX K NCTMONbL30BaHWIO B

y4eBHoM npoLecce BesonacHbIX calTax,
6aHHe pbl 6e30MacHLIX AETCKWX CarTOB.

OpraHaM, OCYLECTBAAOLMM yNpaBneHne B cchepe obpas3oBaHWA, peKOMEHAYETCH Ha CBOWX ohULMATTbHBIX
MHTepHeT-pecypcax obecneunTe OYHKLUWOHWPOBAHWE CaMOCTOATENBHOMO W CheuMann3vpoBaHHOro pasgena
"MHbopmaLoHHaa 6e30nacHOCTE', B paMKax KOTOPOro nNpedycMoTpeTh pasMelleHne cneayowen nHpopmamn:

MpunoxeHne N 1

NAMATKA )
AN OBYYAIOLIMXCS OB MHPOPMALIMOHHON BE3OMACHOCTH AETEM

HENbL3A

1. Bcem nogpsaa coobwate CBOK YacTHYHO WMHbOpMaUMo (HacToswmWe UmA, damunnio, TenedoH, agpec,
HOMeEPp WKOSbI, @ Tawke dhoTorpadpunm cBon, CBOBH CEMbW 1 4PY3E1);

2. OTKpbIBaTL BNOXEHHbIe hainbl SMeKTPOHHON NOYTLI, KOTAa He 3Haellb OTNpPaBUTens;
3. Mpy6uTb, NpuaUpaTECH, OKassiBaTb JaBreHve - BeCTU cebs HEBEXITMBO U arpecCUBHO;
4. He pacnopsixarics AeHbramMmu TBoe ceMbU 6e3 paspelleHna cTapluux - Bcerga cnpallvBai poauterned;

5. He BcTpeuvaiica ¢ MHTepHeT-3HAKOMBIMWM B pearibHOM XU3HW - MOCOBETYACH CO B3POCIbIM, KOTOPOMY
JloBepsieLlb.

OCTOPOXHO

1. He Bce nuwyT npaegy. YuTtaews o cebe Henpaeay B MIHTepHeTe - coobuwiy o6 3ToM CBOUM poAMTENSM WU
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orekyHam;
2. MpurnaluarT NepenncsiBaTeCS, UrpaTb, 0OMEHMBATLCS - NPOBEPL, HET N NOABOXA,
3. HesakoHHoe konwpoBaHve dainoB B MIHTepHeTe - BOPOBCTBO;
4. Beerpa pacckasbiBali B3pocrnbiM o Npobnemax B CeTW - OHU BCeraa nomory,;

5. Ucnone3ayin HacTpoik 6e30MacHoCT U NPUBATHOCTM, YTOGELI He MOTepsiTe CBOWM aKKayHThl B COLICETSX U
Lpyrix nopranax.

MOXHO
1. YBaxai gpyrix nornbsoraTenem,
2. Nonbk3yelwbca MHTepHET-UCTOMHWKOM - AieNalA CCbIMKY Ha Hero;
3. OTkpbIBal TONBLKO TE CCbIKM, B KOTOPbLIX YBEPEH,;
4. OBwaTbed 3a NOMOLLLO B3POCTBIM - POAUTENK, ONEKYHBI U agdMUHUCTPaLmMa calAiToB BCerga nomoryT;

5. Mponan obyveHne Ha carite "CeTeBMYOK" 1 NOMyHX NACNopPT UMthpoBOro rpaxgaHuHal

MpunoxeHune N 2

NH®OPMALIMOHHAA NAMATKA
And obYHAKOWMXCA ONA PASMELLEHUA
HA OOMUNAJIbHBIX MHTEPHET-PECYPCAX

C kaxablM rogoMm MOnojexun B MHTEepHeTe CTAaHOBUTHCA fonblle, a WKOMBHWKA O4HN M3 CaMbIX aKTMBHbLIX
rnone3oBaTenen PyHeTa. Mem,u,y TeM, NOMMMO OrPOMHOIO KONMYeCcTBa BOSMOXKHOCTEN, MHTEPHET HeceT K I'IpO6J'IeMbI.
3Ta namsaTka gorkHa noMoYk Tebe 6e30MacHO HaxoaAUTECA B CeTW.

KoMnbloTepHble BUPYChI

KOMMBIOTEPHLIA BUMPYC - 3TO PasHOBMAHOCTE KOMMBIOTEPHBIX MPOrpaMm, OTIWHMUTENBHON OCOBEHHOCTLIO
KOTOPOW ABMAETCA CNOCOBHOCTL K pa3sMHOMKeHWIO. B gononHeHWe K 3ToMy, BUPYChl MOTYT NMOBPeAMTE UMW MONTHOCTLIO
YHUMTOXWTL BCe (halnbl W JaHHble, MOAKOHTPOMbHLIE MONMb30BaTeMo, OT MMEHW KOToporo Gbifa 3anylleHa
3apaXeHHasa nporpamMma, a Takke NoBPefuUTh WM faXke YHUUTOXUTL ONepaLlMoHHYI0 CUCTEMY CO BCeMM chainamm
B Uenom. B 6onblWMHCTBE CryyaeB pacrpocTpaHAOTCH BUPYChI Yepes MHTEePHeT.

MeToabl 3alNTEl OT BPEAOHOCHBIX MporpamMmm:

1. Mcnonbsyid CoOBpeMeHHble OnepauWoHHbIE CUCTEMbl, VMMEHWME CepbesHbll YpOoBeHb 3alluTbl OT
BPEAOHOCHBIX MPOrpamMm;

2. NocTosiHHO ycTaHaBNMBa NayTHM (LUMPOBLIS 3amnnaTky, KOTOpble aBTOMATWUYECKW YCTAHABIMBAOTCA C
Lernsio JopaboTku MporpamMmbl) U Apyrie oGHOBMEHWA CBOEeM ornepauvoHHon cucTembl. CKkauvBai MX TOMNMBKO C
ohuLManbHoro carta paspabotumka OC. Ecnu cylecTByeT peXyM aBToOMaTUYeckoro 0GHOBMEHUS, BKITIOYN ero;

3. PaGoTtam Ha cBoem KOMMNbBOTEPES NO4 NpaBaMy MNofib3oBaTesld, a He agMUHMUCTpaTopa. 3570 He nosgonuT
60]'IbLIJI/|HCTBy BpeAOoHOCHbBIX NporpamMm MHCTarmnmmpoBaTbCA Ha TBOeM NnepcoHarieHOM KOMMbIOTEPE,

4, V|CI'IOJ'Ib3yVI aHTMBWPYCHBIE TMporpamMmHblie MPOAYKTbBl W3BECTHBIX I'IpOVI3BO,EI,I/ITeJ'IeI7I, C aBTOMaTUYEeCKM
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obHoBNeHVem bas;
5. OrpaHnib pUsMYEcKUiA JOCTYN K KOMMNBIOTEPY A5 MOCTOPOHHUX JTWLY;

6. Mcnonbsyi BHellHWe HOCUTENW MHDOPMAaLMK, Takue Kak riellka, ANCK Uk ain U3 MHTEpPHeTa, TOMBKO
13 NPOBEpPEeHHBIX UCTOYHUKOB;

7. He oTKpbIBail KOMMBIOTEPHBIE haiinbl, MONMyYeHHbIE U3 HEHaAeXHbIX UCTOUHUKOB. [laxe Te tainbl, KoTopble
npuvcnan TBoW 3HAaKOMbINA. Jlyulle yToUHW Y Hero, oTnpaensn ni oH Tebe Kx.

Cetunn WI-FI

Wi-Fi - aTto He BUA nMepedayn faHHBIX, HE TeXHoMornd, a Bcero nuub BpeHa, mapka. Ewe B 1991 rogy
HuaepnaHAckasa KoMnaHwa sapeructpupoBana ©BpeHp "WECA", uto obosHavano crioBocoudeTaHue "Wireless
Fidelity", koTopblit nepeBoauTCcA Kak "GecnpoBofiHad TOYHOCTL" .

Jo Hawero BpemeHW gowrna gpyras abGpesBuaTtypa, KoTopas SABMAETCA TakoA Xe TexHonorveih. 3OTo
abbpewmatypa "Wi-Fi". Takoe HasBaHve Bbino AaHO C HAMEKOM Ha CTaHAapT BbiCLUer 3BYkoBOM TexHWKKM Hi-Fi, yto
B NepeBoje O3Ha4YaeT "BblCOKasd TOYHOCTL'.

Ha, 6ecnnaTHbIA MHTepHeT-A0CTYN B Kade, 0TENSX M asponopTax ABNSeTCH OTIIMHYHOW BO3MOXKHOCTbIO BbIX0Aa
B MHTepHeT. Ho MHorve skcnepTsl cumTaroT, YTo obuweaocTynHble Wi-Fi ceTn He aBnsaoTca BesonacHbIMU.

CoBeTbl No 6esonacHocTK paboThl B 06WwenocTynHBIX ceTax Wi-fi:

1. He nepepaBaid cBolo NWYHYO WHbopMauuo depes obwepoctynHble Wi-Fi ceTn. PaGoTas B HKX,
XKenaTenbHo He BBOAWTL Naporiv AOCTYNa, NTOMMHLI U KaKUe-To HOMEpa;,

2. Micnonbayin 1 0BHOBNAN aHTUBUPYCHBIE NporpaMMel M BpaHamMayep. TeM caMbiv Thl o6e3onacuwb ceba oT
3aKkaukuy BMpYca Ha TBOE YCTPOWMGCTBO;

3. Mpw ncnonesosaHnm Wi-Fi oTkniovn doyHkyumo "O6wmia goctyn K dharnam 1 npuHTepam”. OaHHasa doyHKuma
3aKpbITa Mo YMOMYaHWIo, 0 HaKO HEKOTOPLIE MONMb30BaTENM aKTMBUPYIOT ee ANd yAobcTBa McNonb3oBaHMa B paboTe
Wnn yvebe;

4. He vcnoneayn nyonuyHeld WI-FI gnsa nepefayn NMUHBIX AaHHBIX, HAaNpyYMep 4Ana Beixoja B coupanbHble
CETU WU B SMNEKTPOHHYIO MOYTY;

5. Mcnonbsyr Tonbke sawuMeHHoe cosfnHeHne Yepes HTTPS, a He HTTP, T.e. npn Habope Beb-agpeca
BBOAW MMeHHO "https://";

6. B mobuneHoM TenedboHe oTknoun dyHKuMo "MogkroveHue k VWi-Fi aBTomaTnueckn'. He ponyckan
aBTOMATMYECKOro NOAKNIOYeHNA YCTporcTBa K ceTam Wi-Fi 6e3 TBoero cornacma.

CouuarnbHble ceTn

COL[I/IaJ'IbeIe CeT aKTMBHO BXOAAT B HaAWy XKM3Hb, MHOrMe nkognm pa60Tar0T M XMBYT TaM NOCTOAHHO, a B
Facebook yXe 3apermcTpmpoBaH Munnunaph YenoBek, YTo ABnAeTcA O4HOW CeAbMOW BCEX XWUTEMNMeW MnnaHeTkhl.
MHorve nonb3oBaTernuv He NOHUMAKT, YTO VIH(*)OpMaLMFl, pasmMelleHHaa MM B colanbHbIX CETAX, MOXEeT BbITb
HaraeHa W UCTOoNbL30BaHa KeM yrogHo, B TOM YK1Cne He oGazaTeneHo ¢ BnarvmMm HamMmepeHUAMN.

OcHoBHble coBeThl Mo 6e30NacHOCTU B CoLMaribHbIX CETHX:
1. OrpaHwdb cnvcok Apy3eit. Y Te69 B Apy3bsX He J0IMKHO BbiTb CryYaiHbIX U HE3HAKOMBIX MIOAE;

2. Bawuuiaih cBOK YacTHYK XM3Hb. He ykasbiBall nmaponu, TernedoHbl, agpeca, AaTy TBOEMO POXAEHWUA W
LPYTYIO NAYHYIO MHbopMaLuio. 3MoyMbILLNEHHMKA MOTYT UCMOSB30BaTh AaXe WHOPMAaLMIo O TOM, Kak Tbl 1 TBOU
POAUTENW MNaHupyeTe NPOBECTU KaHWKYMbI;
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3. 3awmwari ceolo penyTauuio - 4epXKM ee B YMCTOTe W 3agaBai cebe Bonpoc: XxoTen Gkl Tol, YTOOLI Apyrie
MoNbL30BaTENX BUAENMW, MTO Thl 3arpyxaelub? Mogymai, npexae YemM YTo-To onybnkoBaTte, HaNMcaTb 1 3arpy3nTb;

4. Ecnn Tbl roOBOPWWb C NKOABMW, KOTOPBIX HE 3Haellb, He VICI'IOJ'Ib3yI7I CBOe peallbHOoe MMA U APYIYHO JNTUYHYHO
VIH(*'JOpMaLl'I/IVIZ NMA, MECTO XMTelbCTBa, MeCTo yHeGbI 1 npovee,

5. Ns3Berain pasvelleHns doTorpacdgpuin B VIHTepHeTe, rae Thl M306paxeH Ha MeCTHOCTK, MO KOTOPOA MOXHO
ornpeaenuTs TBOE MECTOMONOXEHWE;

6. Mpu pervcTpauWm B coLparnsHoM ceTh HeobXoaMMO UCTONB30BaTh COXHLIE NApPONA, COCToSsWME U3 BYKB
W Lmdp 1 C KONMUYECTBOM 3HAKOB He MeHee 8;

7. OnA coumansHoW ceTu, NoYTel U pYrvxX canToB HeobXoAMMO UCMONb30BaTh pasHele naponu. Torga ecnu
Tebs B3NoMatoT, TO 3MOYMbILLIEHHMKMA NoMyYaT AOCTYN TOMbLKO K O HOMY MECTY, a He BO BCe Cpasy.

AneKkTpPOoHHbIe AEeHbLIN

SHeKTpOHHbIe AeHblrM - STO O4YeHb yﬂ,OGHbIVI cnocob nrnaTexen, o0gHaKko CyLeCTBYKT MOLEeHHWKW, KOTOopble
XOTAT NONYyYNTb 3TKU AEHbIN.

SJ'IGKTpOHHbIe AeHblI NOABUINCbE COBCeM HefaBHO 1M MMEeHHO KU3-3a 3TOro BO MHOIMMX rocygapctBax A0 CKMX
nop He nponncaHo npo HMX B 3aKoHax.

B Poccun e oHW hyHKLMOHMPYIOT M O HUX YXe NPOMNMCaHo B 3aKoHe, rae WX pasfensaoT Ha HECKOMBKO BUA OB
- @HOHWMHbIE W He aHOHWMHBIE. PasHMUa B TOM, YTO aHOHWMMHLIE - STO Te, B KOTOPbLIX paspellaeTcs NPOBOAUTL
onepaumn Bes MAeHTUPUKAUMM NONB3IOBATEeNsA, @ B HeaHOHWMMHBIX WMAeHTUhWKaUMA nonb3oBaTensd ABMSAETCH
o0bAazaTenbHON.

TakKke crneayeT pasnudaTb 9MEKTPOHHble dMaTHble AeHbrM (paBHBl FOCYAAPCTBEHHLIM BarnoTam) W
AMNEeKTPOHHbIE HedpMaTHbLIE AeHbr (He paBHbLI rOCYAapCTBEHHLIM BartoTaM).

OcHoBHbIe coBeThl No Se30nacHoR paGOTe C ANeKTPOHHBIMWX AeHbraMK:

1. MNpuBAXKK K cHETY MOBUMBHBIN TeNedoH. 3TO caMblid YACOGHLIM U BLICTPLIN cNoco6 BOCCTAHOBUTL AOCTYMN K
cyeTy. [NpvBsSsaHHbIA TernedoH MOoMoXeT, ecnv sabygellb CBOW MNaTeXHbIA Naponb WNK 3alfellb Ha CanT ©
HEe3HaKoOMOro YCTPOWCTBA;

2. Wcnonbsyih oaHopasoBble Maponn. lNocne nepexofa Ha ycoUneHHyk aBTopusaumio Tebe yxe He Byger
yrpoxaTk OMacHOCTL KpaX WM NepexBaTa niaTeXHoro Napons;

3. BulGepu crnoxHbIn napornb. [NpecTynHykam SyaeT He NpocTo yragaTh CrOXHbLIA Napons. HageXHele naponuv
- 3TO MaponKn, KOTOPLIE COAEePXKaT He MeHee 8 3HaKOB W BKMOYatoT B ceb5A CTPOYHbBIE M MPONWCHBIE BYKBEI, LUdpLI U
HeCKONEKO CUMBONIOB, TaKMe Kak 3Hak Aornapa, ¢pyHTa, BOCKNMUAaTENBHLBIA 3HaK 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAMW CBOM NMYHBIE AaHHBIE Ha CaATax, KOTOPLIM He AOoBepseLlb.

QHEKTPOHHaH no4rta

OneKkTpoHHaA Mo4yTa - 3TO TEXHOMOrMA W MPefOoCTaBMsAeMble el YCINyrM Mo Mepechbilke U MoryYeHuo
AMNEKTPOHHbLIX CO0BLLEHUIA, KOTOpbIE pacnpefensoTca B KOMMBOTEPHON ceTW. OBbIMHO SMEeKTPOHHBIN MOYTOBLIFA
AWK BbIMALUT CrefyowM o6pa3oM: UMS_MoMb3oBaTenda@VMs_JoMeHa. TakKe KpoMe nepefayu MpocToro
TeKcTa, UIMeeTCH BO3MOXHOCTL NepejaeaTh painsl.

OcHoBHble coBeThl Mo GesonacHol paboTe C SMeKTPOHHOW NOYTOM:

1. Hago BbIBpaTh NpaBunbHbIA NOYTOBLIN cepBuc. B MHTepHeTe ecTb orpoMHbIF BeiGop GecnnaTHBIX NOYTOBbLIX
CEPBMWCOB, OHaKO Nyylle JOBEPATb TEM, KOO 3HaELLb U KTO NMEPBbLIA B PEUTWHIE;

2. He ykasbBan B §NWYHOWM MoYTe TNUMHYKO  WHpopMmauywo.  Hanpumep, nydvwe  BbiBpatb
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"My3blKaneHBIR_thaHat@" 1unu "pok2013" emecTto "Temal3d”;

3. Vicnonbsyi AByxaTanHyto aBTopusaLmio. JTo Korga NnoMUMO Napors HYXXHO BBOAUTL Ko, MpUCkINaemMbIi no
SMS;

4. Bolbepy crnoxHbi napons. [ng kax)aoro NoyYToBoro AWMka forkeH ObiTe CBOW HafeXHbIA, YCTORUMBEIA K
B3MOMY Maponb;

5. Ecnu ecTb BO3MOXHOCTb HanucaTb camMmomy CBOM JTAYHBIN BOMpOC, VICI'IOJ'Ib3yI7I 3TY BO3MOXHOCTb,

6. Mcrnonb3ayi HECKOMBKO MOYTOBLIX ALWMKOB. [epBbid ANA YacTHOM Nepennck ¢ ajpecaTaMu, KOTopbIM Tbi
JoBepsellb. ITo ANeKTPOHHLIN aipec He HAZo WUCMOMNbL30BaTh NMpUY PErucTpaLum Ha hopyMax 1 canTax;

7. He oTkpeiBain chairnsl n Apyrie BroXeHWs B NUCBMAX, JaXe ecriv OHU MPULLNK OT TBOMX Apy3ei. Jlyqwe
YTOUHU Y HVX, OTMNPABMSNK N OHW Tebe 3Tu dralins;

8. Mocne okoH4YaHWs1 paboThl Ha NOYTOBOM CepBUICE Neped 3akpbITUeM BKMafKW C caiiToM He 3abyfb HaxaTb
Ha "BbiAtA".

Kn6ep6ynnuHr unu BUpTyanLHoe M3AeBaTenbLcTBO

KnbepbynnuHr - npecrnedoBaHWe COOBLLEHUAMK, COAepXallMMM OcKOpBreHWd, arpeccuo, 3anyrvBaHue;
XYNUraHCTBO, colMankbHoe GoMKOTUPOBaHME ¢ MOMOLLEIO PasnMYHBIX MHTE PHET-CEPBUCOB.

OcHoBHble coBeThl No Sopbbe ¢ KMBepCYNUHIoOM:

1. He 6pocaiica B Gol. Jlyywmia cnoco6: nocoBeToBaTLECH Kak ceda BECTU W, eCr HeT TOro, K KOMY MOXHO
obpaTUTLCA, TO BHaYane yornokouTecs. Ecnmn Thl HauHeWb oTBeYaThk OCKOPONEHUAMM Ha ocKopBreHms, TO TOMbKO
ele Gonblue pasoXKellb KOHMMKKT;

2. Ynpaenan cBoen knbeppenyTalnen;

3. AHOHMMHOCTL B CETW MHUMaA. CyLIJ'eCTBy’I'OT cnocobbl BLIACHWUTL, KTO CTOUT 3a aHOHUMHLIM AKKaYHTOM,

4, He cTOWUT BeCTWM XyNWraHCKWA obpaz BMPTYanbHOM XU3HWA. VIHTepHeT dmKcupyeT BCce TBOW ASWCTBUS U
COXpaHsaeT uX. Y4anuTe 1x 6yAeT KpaiHe 3aTpyLHUTENBHO;

5. Cobniogan o BURTYArNBHYO YeCTe CMOMNoAY;

6. WrHopupyA eaWHWYHBIA HeraTke. QOgHopasoBble OCKOPOWTEmNbHbIE COOGLLEHWMA My4lle WrHOPMPOBaThb.
Q6LIuHO arpeccus NpekpalaeTes Ha HavyanbHOM CTagum;

7. bax arpeccopa. B nporpammax obmeHa MrHOBEHHBIMM COODLLEeHWMAMKW, B COLMANbHbIX CeTAX €CTb
BO3MOXHOCTb BMOKMPOBKM OTNpaBkK coobLLeHW ¢ onpefeneHHbIX afpecos;,

8. Ecnu 1ol cBuaeTenb |<|/|6ep6ynr||/|Hra. Teow LNEencTBUA: BBICTYNMTE NPOTKMB NpecnejoBaTeria, NokasaTbh eMy,
UTO ero AeWcTBKUA OLleHMBAaKTCA HeratuBHO, noajepxXaTtb XepTBy, KOTOpOI?I HY>XHa ncrxonorn4eckad rnomMollb,
COOGLLIMTI:: B3pOCIibIM O dDaKTe arpeccmMBHOro noeeaeHMA B CeTUA.

MoGunbHLINA TenedoH

CoBpeMeHHble cMapTgOoHbI M MraHwWeTsl cofemkaT B ceGe BromnHe B3pOCbIA OYHKLMOHAM, U Ternepb OHK
MOTYT KOHKYPUPOBATb CO CTaLMOHApHBIMK KoMMbtoTepamu. OfHaKo, CPeACcTB 3aluTbl AMs NoAoGHbLIX YCTRONCTB
noka odeHb Maro. TecTUpoBaHWe W NoWCK YA3BUMOCTEA B HUX MPOUCXOLUT He Tak MHTEHCUBHO, kak ans MK To xe
camoe KacaeTcs M MOGUIbHBIX MPUIOXEHWA.

CoBpeMeHHble MOGUINBbHEIE Gpay3sepbl yKe NPaKkTUYeCK AOTHarnW HacTorMbHbIe aHaNor, OHAaKO pacluupeHve
yHKLMOHana BredveT 3a coboll GonbLLYKO CMOXHOCTB U MEHBLLYIO 3aLLMLLLEHHOCTb.
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Haneko He Bce NPOW3BOANTENW BbINYCKAlOT 0BHOBNEHWS, 3aKpLIBaOLe KPUTHUYECKMe YA3BUMOCTIA ANS CBOWX
YCTPOWCTB.

OcHoBHble coBeThl A8 6e30nacHOCTU MOBKMINbBHOro TenedoHa:

Huiero He sBnsietcs Nno-HacToAWeMy GecnnaTHbIM. Ey,ﬂ,b OCTOpOXeH, Beib Korga Tebe npeanarakoT
BecnnaTHbIA KOHTEHT, B HEM MOTYT EbiTb CKPBIThlI KAKMEe-TO nrnaTHble YCITyTr,

Oymain, npexge yem oTnpaBuTe SMS, doTo unu Buaeo. Thl TOUHO 3HaELb, TA€ CHWU BYAYT B KOHEUHOM UTOre?
Heobxoarmo 0BHOBMNSATE ONEpaLMoHHYI0 CUCTEMY TBoero cMapTdoHa;
Wcnonb3ayih aHTUBMPYCHBbIE NporpaMMbl ANS MOBUMBHLIX TENedoHOB;

He 3arpy>|<a|7| NMPYNOXeHA 0T HeW3BeCTHONc WCTOYHWKa, Beb OHW MOryT cojepxaTb BpelOHOCHOe
nporpamMmmMmHoe O6ECI'Ie‘-IeHVIe;

Mocrie Toro Kak Thl BblAgELb C calTa, rae BBOAWN MMHHYIO MHdopMaLmio, 3alif B HACTpork1 Bpaysepa W
yaanu cookies,

Meproandeckn NPoBEPSN, Kakme NMraTHbIe YCNyr akTMBMPOBaHbl Ha TBOEM HOMEDE;
Hapaii cBo HoMep MOBMMNEBEHOMO TeneddoHa TOMBKO NMIOAAM, KOTOPLIX Thl 3HaelWb N KOMY A0BepAeLlL;
Bluetooth goneH BbITE BLIKIIOUEH, KOr4a Thl MM He nonb3yelbea. He 3abbiBai HoOr4a NpoBepsaTh 3TO.

Online urpobl

CoBpeMeHHbIe OHMaMH-Urpbl - 3TO KpacoYHbIe, 3aXBaTbIBaloLLMe pa3BreveHns, 08 beAWHAOLLUE COTHN THICAY
JyenoBek Mo Bcemy MMpy. Mrpokn MccnegyloT AaHHBIA UM MUp, oBLaloTca ApYr ¢ APYroM, BLINOMHSAIOT 3agaHus,
CpaakTcs ¢ MOHCTPAMM M MOMyYakoT onbIT. 32 YA0BONLCTBIME OHW NNAaTAT: NOKYNaoT AWCK, ONmayneatoT aGoHeMeHT
1K NproBGpeTatoT KakMe-To onLMvK.

Bce o™ cpeacTBa vayT Ha MojjepaHve W pasBATME WIPbl, a Takke Ha caMy OGe30mnacHoCTb:
COBEPLUEHCTBYHOTCH CMCTEMbl aBTOPU3aLM, BbINMYCKalOTCA HOBbIE MaTyk (UwdbpoBble 3anmaTkW AN MporpamMm),
3aKpbIBaAOTCA YA3BUMOCTU CEpPBEPOB.

B noaobHbIX nrpax CToUT OonacaTbCA HEe CTONbKO CBOMX COMEepPHWMKOB, CKOMBKO KpaXXK TBOEro naponfAd, Ha
KOTOPOM OCHOBaHa cMCTemMa aBTopKr3aLnif BonblWMHCTRA urp.

OCHOBHbIE CoBETHI MO 6830MacHOCTY TBOEIMC MIPOBOIO aKkayHTa:
1. Ecnu Apyroi Mrpok BeaeT cebs nNroxo vnv cosgaeTt Tebe HeMpUATHOCTH, 3abroKUpY R ero B CNIUCKE MMPOKOB;

2. I'I0>Kany|7|cs| adMUHMCTPaTopamM Urpbl Ha Nroxoe noBegeHune atoro Urpoka, xenartenbHo NPpUoXXnTb Kakmne-
TO JOKa3aTellbCTBa B BUAE CKPUHOB,

3. He ykasbiBam nu4Hy0 MHopMaLUnio B Npodalirne urphbl,

4. YBaxall 4pyrvx y4acTHUKOB MO Urpe;

5. He ycraHaBnuBai HeopULmanbHbe NaTymi M MOAHI,

6. Mcnonb3ayi CnoXHbIE W pasHble Naponu;

7. Jaxe BO BpeMS Urpbl He CTOUT OTKIMIOYaTE aHTUBUPYC. Moka Thl Urpaellb, TBOW KOMMLIOTEP MOTYT 3apasuThb.

OUILKMHI UK KpaXKka NMUYHbIX AaHHbIX
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ObbMHOM KpaxeW AeHer W AOKYMEHTOB CerofHfA Y& HWKOro He yAMBULIb, HO C PasBUTUEM WHTEpHeT-
TEeXHOMOrMIA 3M0YMbILLNEHHWKN MepPeMeCcTUNNCE B MHTEPHET, 1 NPOACITKAT 3aHNMaTLes "nobumeiM" genom.

Tak nosiBUNAack HOBasA yrposa: MHTEPHET-MOLLEHHUYECTBa U OULLKWHT, [MaBHas Lenb KOTOPOro COCTOUT B
nonyyMeHUn KOHPUASHLMANBHBIX AaHHBIX NONb3oBaTenei - NorMHoB W naponei. Ha aHrnuiickom Assike phishing
unTaeTca kak omwuHr (oT fishing - peibHad noens, password - Naponk).

OcHoBHble coBeThl Mo bopbbe ¢ PULIMHIOM:

1. Crniepn 3a cBOUM akkayHToM. Ecriv Thl NogospeBaellb, Yto TBos aHkeTa Gbina B3NomMaHa, To HeoBXoAUMo
3abNoKMpoBaTh ee 1 coobLMTE afMUHUCTpaTopaM pecypca 06 3TOM Kak MOXHO CKOPEE;

2. V|CI'IOJ'Ib3yI7I HSesonacHble BeG-CaVITbI, B TOM 4MCIe, MHTepHeT-MarasnHoB U NONCKOBbLIX CUCTEM;

3. VlCI'IOJ'Ib3yI7I CroXHble 1 pa3Hble Nnaponn. Taknm 06pa30M, ecrnn Tet4 B31OMarT, TO 3MOoyMbILLITEHHWKA
nony4art AOCTYMN TONMBKO K OAHOMY TBOEMY I'IpOCiDI/IJ'II'O B Ce€TH, a He KO BCeM,

4. Ecnn Tebsa Ba3nomanm, To HeoOX0AMMO NMPeayNpPeAnTs BCEX CBOUWX 3HAKOMBbIX, KOTOopble AobaBneHsbl y TebA
B APY3bsX, 0 TOM, 4TO TeGA B3NOManM 1, BOSMOXHO, OT TBOEro MMeHW ByaeT paccbinaTecs crham U CChIMKM Ha
(OULNHIOBLIE CaTHI;

5. YetaHoBUW HagexHbln napons (PIN) Ha MOSUNLHEIA TenedoH;

6. OTKNoUKM coxpaHeHWe napona B Gpaysepe,

7. He oTkpeiBait dhalinsl 1 gpyrie BROXEHWUS B NMCBEMAX, AaXe eCrK OHM MPULLMM OT TBOMX Apy3ei. Jlydwe
YTOUHW ¥ HVX, OTAPABMSANKM N1 OHK Tebe aTK halnki.

UncppoBan penyrauus

LndbpoBas penyTaums - 9To HeEraTMBHaA WM NO3MTMBHAA MHdopMaLms B ceTh o Tebe, KomnpomeTmpytowas
WHbopMaUms, pasMeLleHHas B MHTEpPHETE, MOXET Cepbe3HbBIM 06pPa3oM OTpas3UTLCHA Ha TBOEW pearnbHOM XMSHW.
"Undbposas penytaymsa” - 3T0 TBOM MMUAXK, KOTOPLIA hopMUpYeTCA U3 MHdopMaUMM © Tebe B MHTEpPHETE.

TBOe MeCTO XWUTenecTBa, yqe6b|, TBOE& CbI/IHaHCOBoe NoNoXeHne, 0COBeHHOCTH Xapaktepa W pacckasbl O
BnVsKKX - BCe 3TO HaKanrMBaeTCcs B CETU.

MHorve noOAPOCTKA MErkoMBICNIEHHO OTHOCATCA K MySnukauuy NMUHMHON WMHbopMauvn B MHTepHeTe, He
MOHMMas BO3MOXHbLIX NOCNeACTBUA. Thl AaXe He CMOXellb A0raaaTbCs O TOM, YTo hoTorpacums, pasmelleHHas 5
neT Hasag, cTana NpuUYKMHON 0TKa3a NPUHATL Tebs Ha paboTy.

KommMeHTapuK, pasveLLleHne TBOMX hoTorpatuii 1 ApYrve AENCTBMA MOMYT HE UCHESHYTE AaKe Mocre Toro,
Kak Tel X yAanuWb. Tbl He 3Haelb, KTO COXPaHW 3TY MHOPMaUWO, Nonana N oHa B NOWCKOBLIE CUCTEMEI W
CcOXpaHMnack N OHa, a IMaBHoe: YTO NoOAYMAOT O Tebe oKpyKatoLe NIOAMW, KOTOPLIE HAMAYT U YBUAAT aT0. HanmTn
WMHDOPMaLMKD MHOTO NeT CNycTa CMOXET MoBo - kak M3 foDOpbIX NODYXAEHWA, Tak M C HAMEPEHUEM MPUHWHUTE
Bped. OTO MOXeT ObITk KTO YrogHo.

OCHOBHbBIE COBETHI MO 3aLLMTE LD POBON penyTaumm:

1. Moaymain, Npexae YemM UTo-To Ny6MMKOBaTh U NepefiaBaTh y cebs B Brore Unv B CoLMArnbHOM CeTY;

2. B HacTpoikax Npodomrna yCTaHOBUW OrpaHMYeHNs Ha NPCCMOTP TBOEro Npodurisl M ero CoaepXumoro, caenar
ero Toneko "Ana gpysen”;

3. He paswmellai n He ykassiBald MHpOPMALMIO, KOTOPasA MOXET KOro-nmbo ockopbnaTe Unu obuxaTs.
ABTOpCKOE NpaBo

COBpeMeHHbIe LWKOJNTBHMKWN - aKTUBHbIEe NOJib30oBaTern qu)pOBOFO NpocCTpaHCcTBa. O,El,HaKO Aalnieko He BCe
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3HAKT, 4YTO MNONb30BaHME MHOTMMIA BO3MOXHOCTAMKA LI,VICprBOFO MHpa TpeGyeT cobnopeHna npae Ha
MHTENNeKTyarbHy coBCTBEHHOCT.

TepMVIH III/IHTeJ'IJ'IeKTyaJ'II::HaF| cobCTBEHHOCTE" OTHOCUTCSH K Pasrn4HbIM TBOPEHUAM YeroBeYecKoro yma,
Ha4YnMHaA C HOBbIX VI306peTeHI/II7I N 3HaKOB, 0603Haqa+0|.|.|,|/|x COCCTBEHHOCTb Ha NMPOAYKTEI N YCITYIA, N 3aKaH4MBaA
KHUramu, (bOTOFpa(bI/IFlMVI, KI/IHOdDI/IJ'IbMaMI/I M My3blKaribHbIMKA Npon3BefeHUAMA.

ABTOpCKME MpaBa - 3TO NpaBa Ha MHTENMNeKTyarnbHYo cOBCTBEHHOCTL Ha NPOUSBEEHNA HaYKW, NUTepaTyphbl
W vckyccTBa. ABTOPCKWE MpaBa BbICTYMAKT B KAYECTBE rapaHTMK TOro, UTO UHTENMeKTyarnbsHLIA/TBoOpYecKuiA Tpya
aBTOpa He 6yAeT HanpacHbIM, JacT eMy CripaBefrnyvBLIe BO3MOXHOCTU 3apaboTaTh Ha pesyrbTaTax CBOero Tpyaa,
MONy4nuTb W3BECTHOCTb W MpusHaHve. Hukto ©Ge3 paspelueHWs aBTopa He MOXET BOCMPOM3BOAWUTL €ro
Npou3BefeHVie, pPacrnpoCTpaHsATb, MyGNUUYHO AEMOHCTPUPOBaTh, NpofaBaTbk, UMMOPTUPROBATL, MycKaTk B MPOKaT,
nyGNUMHO NCTMOMNHATE, NMOKa3bIBATL/UCTIONHATE B 3pUpe Unn pa3vellaTs B MIHTepHeTe.

HcnonbsoBaHWe III'II/Ili)aTCKOFOII nporpaMmHoro obecneyeHns MoxXeT npuUBeCTr K MHOTMM pUCKaM:. OT noTepu
AAaHHBIX K TBOMM akkayHTam o GHOKVIpOBKVI TBOEro yCTpOI?ICTBa, rae ycraHoBlieHa HererarnbHad nporpamMmmMa. He
CTOUT TakXe 386bIBaTb, YTO CyLLEeCTBYHOT rneraribHbele 1 SecnnaTHble nporpamMmbl, KOTOpble MOXHO HaTWN B CETW.

O noprane

CeTeBUHOK.ph - TBOW IMaBHbLIA COBETHWK B CETU. 3A€Ch Thl MOXellb y3HaTb 0 6830MacHOCTN B CETW NOHATHLIM
W JOCTYMHBIM S3bIKOM, @ MPKY BO3HUKHOBEHWA KPUTUHMECKO cUTyaLu oBpaTUTbCA 3a COBETOM. A Takke MpUHSTb
y4acTMe B KOHKYPCax U cTaTb camMbiM LM POBLIM rpaXAaHUHoM!

MpunoxeHue N 3
NAMATKA AN POOAUTENEN OB MH®OPMALIMOHHOW BE3ONACHOCTU OETEN

OnpeaeneHre TepMuHa "UMHpopMaUMoHHaa GescnacHocTk aeTel' copepxutea B PepeparnbHoOM sakoHe N
436-©3 "O sawmte peTeild oT MHpopMaUMK, MPUHUHAIOWEN Bped WX 340POBLIC M PasBUTUIO", pPerynupyoam
OTHOLLEHWA, CBA3AHHBLIE C 3alUWTON AeTel OT UHDOoPMAaLWK, MPUYMHAIOLLER Bped X 340POBLIO U (UNK) pasBUTUIO.
CornacHo gaHHOMY 3aKOoHY "MHhopMaLUMoHHaa 6e30nacHOCTL AeTe” - 3TC COCTOAHWE 3aLlMLLEHHOCTH, NPU KOTOPOM
OTCYTCTBYET PWUCK, CBA3AHHLIA C MPUYMHEHWMEM WHGOPMaLMeid Bpefa WX 340pPoBbo U (MK) dM3NHeEcKoMY,
NCYXNYECKOMY, JYXOBHOMY, HO2BCTBEHHOMY Pa3BUTUIO.

B cuny ®epepansHoro sakoHa N 436-03 nHdbopmaume, NpUHMHAIOWENA Bpeld 300pOBLIO U (MMNK) pasBUTUIO
JeTel, ABnaeTcs:

1. MHdpopMaLs, sanpeLleHHan ansa pacnpocTpaHeHWs Cpean AeTel;

2. wWHdoOpMauWs, pacnpocTpaHeHWe KOTOPOW OrpaHWYEHo cpefM AeTel OonpedeneHHbIX BO3PacTHbLIX
KaTeropuia.

3. K uHthopmaumm, sanpeLleHHOR ANs pacnpocTpaHeHUA cpean AeTel, OTHOCUTCS:

4. vHbopmaLums, Nobyxaatowas feTelr K COBePLUEHWIO A8 MCTBUIA, NPeaCTaBMSIOWMX YIPO3Y WX KU3HA U (M)
340POBLL, B T.4. MPUYMHEHWIO Bpeaa CBOEMY 340POBLIO, CaMOYBUIACTBY;

5. cnocoBHoCcTE BEIZBaTE Y AeTel XenaHve ynoTpebuTb HapKoTUYeCcKMe CpedcTBa, MCUXOTROMHbIE WU (M)
ofypMaH/BaloWMe BellecTBa, TabayHole W3LenvsA, ankoronbHYI W CrUPTOCOASpPMALLYI0 MPOAYKUMIO, MMBO W
HaMWTKKY, U3roTaBNMBaeMble Ha ero OCHOBE, MPWMHATL yYacTWMe B asapTHbIX WUrpax, 3aHMMaTtbCs MPOCTUTYLMER,
BpoAHKHNIECTEOM WM MNOMPOLLANHUHECTBOM;

6. 060CHOBLIBaOLLAS UMK OMNpaBAbIBakoLLas 40MYyCTUMOCTb HACUIMA 1 (M) KeCTOKOCTM Nubo nobyxpatoLwasn
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OCYLLECTBNATE HACWITBECTBEHHbIS A8MCTBUS MO OTHOLWIEHMWIO K FTFOAAM U KUBOTHEIM;

7. oTpVLUaIOLLas CeMelHble LigHHOCTU U hopMUPYIOLLAs HEYBaXKEHME K POAUTENAM U (UrM) APYTUM yreHam
CEMBY,

8. onpaBgbiBaloLL@asd NPOTUBONPaABHOE NOBEAEHVE,;

9. coepxallas HeLleH3ypHYLo OpaHb;

10. copgepxallas MHpopmaLWio NopHorpadrYeckoro Xxapakrepa.

K HcbopmaLmK, pacnpocTpaHeHWe KOTOPOA OrpaHNYeHO Cpean AeTel onpeieneHHOro BospacTa, 0THOCUTCS:

1. nHdopmaLpsa, npeacTaBnAemMad B BUAE U30OPaXEHUS MM OMMCAHWS KECTOKOCTH, UINYECKOro U (Mnn)
NCUXMMECKOTO HACUIWA, MPECTYMNEHWS U MHOTO aHTMOOLLECTBEHHOIO AEUCTBUS;

2. Bbi3blBalOLLLAA ¥ AETEW CTPaX, YKac UM NaHKKy, B T.4. NPeACcTaBnsaemMas B BUie U300paXKeHUs Uk onmncaHms
B YHWXaloWed YernoBeveckoe AOCTOMHCTBO (hopMe HeHaCUNbCTBEHHOM cMepTw, 3aGoneBaHWs, camMoyBUIACTBa,
HeCcYacTHOro criydas, aBapiM UK kaTacTpodbl U (M) WX NOCNEACTBUIA,

3. NpeactaBnaemMas B Buae M30GpaXeHUA WM CMUCAHUA MOSMOBLIX OTHOLWIEHWA MEXAY MYKUYMHON W
KeHLWWHOM,

4. copgepxallan GpaHHbIE CNOBa W BbIpaXeHWUs, He OTHOCALLMECS K HELIeH3YPHOM BpaHu.

C yuveToMm oToro Bam npegnaratotca npaBuia paboTel B ceTW MHTepHeT Ana pasnkdHbIX BO3PacTHLIX
KaTeropuii, cobniogeHe KOTOpLIX MO3BONKUT oBecneqnTs MHGOPMALMOHHYHO 6e30MacHOCTL BallkX AeTer.

O6wwme NnpaBuna ana poauTenen

1. HesaBKcMMO OT Bo3pacTa peGeHka UCMONb3yinTe NporpaMMHoe obecneveHne, NoMorawwee hUbTPOBaTL
N KOHTPONMPCBaTL MHGOPMAaLMID, HO He MonaralTeck NOMHOCTBIY Ha Hero. Balle BHYMaHWe K pebeHKy - rmaBHbIA
MeTOZ, 3alUUThI.

2. Ecnn Baw pebeHoOK MMeeT akkayHT Ha OAHOM M3 couManbHblx cepeucoB (Livedournal, blogs.mail.ru,
vkontakte.ru 1 T.n.), BHUMaTENBHO MU3YYNUTe, KaKylo UHOPMALMIO NOMELLAOT ero YYacTHUKM B CBOMX NMPOMUMAX M
Bnorax, BkntoYana hoTorpadpum 1 BUaEO.

3. [poBepbTe, C KAKUMK APYIMMKM CalTaMK CBS3aH coLWantHeIn cepemc Bawero pebeHka. CtpaHndikm Bawero
pebeHka MoOryT ObiITb 6e30MacHbIMM, HO MOTYT WM COAepPXaTb CChINKM Ha HexenaTerlbHble W OMnacHble GalThbl
(HanpymMep, NOPHOCANT, WM CAWT, HA KOTOPOM APYr YNOMUHaeT HOMep coToBoro TenedoHa Bawero pebeHka mnm
Baw gomawHuia agpec)

4. MoowpsiTe Bawwnx agetei coobwate 060 BCEM CTPaHHOM WM OTTaNKMBAaOWEM M He CIIMLKOM OCTpO
pearvpyiTe, korga oHW dTo ZenatoT (M3-3a onaceHWsl IOTepPATb AOCTYN kK MHTEpHETY AeTW He roBOPAT POAMTENSM O
npobremax, a TakKe MOryT HavaTb MCMonb30BaTh VIHTEPHET BHE 4OMa W LIKOMbI).

5. bynbTe B kypce ceTeBo km3HM Bawwero pebeHka. VIHTepecyTech, KTo 1x Apy3ba B MHTepHET Tak ke, kak
WHTepecyeTech pearbHbIMA APY3bAMA.

BospacT oT 7 A0 8 net

B WMHTepHeTe pebeHok cTapaeTcd MOCETUTb Te UMW WHblE CalThbl, @ BOSMOXHO M YaTbl, paspelleHue Ha
noceLleHne KOTOpbIX OH He nonyynn 6kl oT poguTenei. Noatomy pogutensm ocobeHHo NonesHsl GyayT Te OTUeThl,
KOTOpble MPEAOCTaBMATCH MpPOrpaMMamMn Mo OrpaHUHeHUIo MCronb3oBaHWMA MHTepHeTa, T.e. Poautenbckuii
KOHTPOIb UMK TO, 4TO Bbl CMOXETE yBUAETb BO BpeMeHHbIX chaiinax. B pesynbtaTte, y pebeHka He ByaeT owyleHuns,
YTO 33 HKM BE/ETCH NMOCTOAHHBIN KOHTPOIMb, OHAKO, POAUTENK GYAYT NO-NPeXHeMy 3HaTb, Kakue CalTsl nocellaeT
ux peGeHok. [leTn B faHHOM Bo3pacTe 0brnaaarT CWlbHBIM HYBCTBOM CEMbW, OHW AOBEPHMBLI U HE COMHEBaIOTCH B
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aBTopuTeTax. OHn nobsaT unrpaTte B ceTeBble UIPbl N NyTeLWeCcTBOBAaTE MO MHTepHeTy, NCNone3yAa SNeKTPoOHHYH
MouTY, 3axo4nTh Ha canTbl M YaTbl, HE pekoMeHAOoBaHHbBIE pogunTENAMA.

CoBeTbl No BesonacHocTK B ceTh MHTepHeT ansa geter 7 - 8 net

1. CoapaliTe CNMCOK AOMALUHWX MpaBun nocelleHnd WHTepHeTa npy yyacTum geTeld U Tpebyite ero
BBIMNOIHEHUS.

2. Tpebywte oT Bawero pebeHka cobniogeHUa BpeMEHHBIX HOPM HaXoXAeHUs 3a KoMnstoTepoMm. [Nokaxute
pebeHky, uto Bbl HabnogaeTe 3a HUM He noTtomy 4To Bam 370 XxoueTcsd, a notomy uto Bbl Becrnokomntecs o ero
6es3onacHoOCTU U Bcerga rotoBebl eMy NOMOUb.

3. KomnbtoTep ¢ nogktodeHveM K WMHTepHeTy AOMKeH Haxo4uTeCH B OOLWEA KOMHaTe Moh MpUCMOTPOM
poauTenen.

4, V|CI'IOJ'Ib3yI7|Te cneunarbHble ASeTCKMEe NMOoMCKOBbIe MaLlKMHBL.

5. V|CI'IOJ'Ib3yVITe cpencrtea GHOKVIpOBaHI/IH HeXenartesribHOro KOHTeHTa KaK AOonofiHeHWe K CTaHJapTHOMY
POLI,VITEJ'IbCKOMy KOHTPOJIHO.

6. CosfialiTe ceMelHbIA SNEKTPOHHBIN AWK, YTOOLI He MO3BONKUTL AETAM UMeTb COGCTBEHHbIE ajpeca.

7. BriokvpyiiTe AocTyn K caiTam ¢ GecnnaTHbIMKM MNOYTOBLIMM AWMKAMX C MOMOLLBIO COOTBETCTBYIOLLEro
nporpamMmMHoro oGecnedeHms.

8. MNpuyunTte geTel coBeToBaThkCH ¢ Bamu nepea onyénrkosaHUEM KaKOM-NMMBO WMHMopMaUUK cheacTeamMmn
3MEKTPOHHOM NOYTHI, HaTOB, PEMMCTPALMOHHBLIX hopM U Npodunen.

9. Hayuute geTen He 3arpyxaTb hainkl, TporpaMmMbl Ui My3blky 6e3 Ballero cornacus.
10. He paspelanTe geTam UCMonb3oBaTh CNYXObl MrHOBEHHOMO oEMeHa coob LeHUAMN.

11. B "Genbl" CNMCOK CaWTOB, paspelleHHbIX ANS MOCeleHWs, BHOCUTE TOMBKO CalTbl C XOPOLUEW
penyTauuen.

12. He 3abuiBainTe BecefoBaTk C AeTbMU 06 WX APY3bsX B VIHTEpHETe, Kak ecrii Obl pedb Wna o APY3bAX B
peanbHON XU3HN.

13. He penaite "taby" M3 BONPOCOB NOMNOBOM XM3HW, Tak Kak B MIHTepHeTe AeTW MOryT Nerko HaTKHYTLCA Ha
nopHorpaduio MNK carTel "aNa B3pocnbix”.

14. MMpuyumte Bawero pebeHka coobwaTte Bam o MobbIX Yyrposax MNu Tpeeorax, cBAsaHHbIX ¢ MHTepHeTOM.
OcTaBaliTeck CMOKCWHBIMW M HaMoOMHWTE LeTsM, Y4To oHW B 6e30MacHOCTM, ecrim caMK pacckasarny Bam O CBOMWX
TpeBorax. [MoxBanure Ux U NOCOBETYNTE NOAONTU eLle pa3 B NoL00HbIX Criyqasix.

Bospact geTenn oT 9 Ao 12 net

B AaHHOM BO3pacTe AeTW, KaK npaBuro, yxe HachbillaHbel 0 TOM, KaKas VIH(*JOpMaLlI/IH cyuiecTeyeT B
MHTepHETe. COBepLIJeHHO HOPMAarJibBHO, YTO OHM XOTAT 3TO YBUAETh, MPOYEeCTb, YCIbllUATE. an STOM HYXXHO NOMHUTb,
HYTO AOCTYN K HexenaTtellbHbBIM MaTepuanamMm MOXHO 1erko 386J'IOKI/IpOBaTb npy noMoLn cpencTtse PO,D,VITGJ'II:CKOFO
KOHTpPONA.

CoBeTbl No BezonacHocTK 4N AeTerd oT 9 o 12 neT

1. CosaaliTe CNWCOK AOMAELLIHUX MpaBun rocelleHws WMHTepHeT npu ydyacTum aetein U Tpebyitte ero
BbIMNCIHEHUS.

2. TpebyiTe oT Bawero pebeHka cobrnogeHns HOpM HaXoXAeHWA 38 KOMIMbOTEPOM.
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3. Habnogante 3a pebeHkom npy paboTe 3a KOMMBIOTEPOM, MOKaMTe emy, uTo Bbl GecnokouTechk © ero
6e30MacHOCTM 1 BCeraa roToBbl OKasaTbk eMy NMOMOLb.

4. KomnbtoTep ¢ nogkntodeHvem B MHTepHeT forkeH HaxoAuTbcA B OOLWEA KOMHATe Mo MpUCMOTPOM
poauTenen.

5. V|CI'IOJ'Ib3yI7ITe cpencrtea GHOKVIpOBaHI/IH HeXenaresribHOro KOHTeHTa KaK gonofiHeHWe K CTaHapTHOMY
PO,JJ,I/ITeJ'IbCKOMy KOHTPOJHO.

6. He 3abrwiBaiTe NpyvHUMaTL HenocpeACTBEHHOE y4yacTue B XU3HW pebeHka, becefoBaTh ¢ AeTbMU 00 KX
Apy3bsax B MIHTepHeTe.

7. HactaugaiTe, 4TOObI fETW HUKOMAa He cornallanucs Ha NMMYHbIE BCTPEYr ¢ ApY3bsiMu No VHTepHeTy.
8. MNo3BonawnTe AeTAM 3aX04UTb TONBbKO Ha calThbl 13 "Genoro” cnncka, KOTOpbLIA Co34alTe BMECTE C HUMN.

9. MNpwyunTe feTeld HUKOrAa He BblfaBaTb NAYHYIO MHOPMALMIO CPEACTBaMM BMEKTPOHHOM MOYTLI, YaToB,
CHCTEM MIHOBEHHOMO 0GMeHa COOBLLEHWAMM, PEMUCTPALMOHHBLIX DOPM, NMHHBIX NPOMUNER 1 NpY percTpaLmm Ha
koHkypchl B MHTepHeTe.

10. Mpuyunte geTel He sarpyxaTb nporpammbl 6es Bawero paspeweHna. OBbACHUTE UM, YTO OHW MOTYT
crydaliHO 3arpysnTb BUPYCHI UMW APYIoe HeXenaTenbHoe nporpaMmMHoe obecrnedeHue.

11. Cosgarite Bawemy pebeHKy orpaHUYeHHYIO YYETHYIO 3anick Ana paboThbl Ha KOMMLIOTERE.

12. Mpuyunte Bawero pebeHka coobwaTtb Bam o fobbix yrposax WNK Tpeeporax, cBAsaHHbIX ¢ MHTepHeTOM.
HanomHuTe getam, 4To oHM B 6e30MacHOCTU, ECMNK CaMM paccKasalii BaM O CBOMX TPeBOorax W onaceHusx.

13. PacckaxuTe getam o nopHorpacdun B MIHTepHeTe.

14. HactavBalite Ha ToM, YTOObI AT NPEeAOCTaBNANM BaM AOCTYMN K CBOSM SNMEKTPOHHOM noyTe, YTobbl Bbl
yBeaAnnnch, YTO OHW He oBLLIADTCA ¢ He3HaKoMLaMM.

15. OBbACHWTE A4EeTAM, YTO HEMb3A MCMOMbL3CBaTk CeTb ANSA XYNMUraHCTBa, PacnpocTpaHeHWs CrneTeH Wiu
yrpos.

Bozpact getenn o1 13 go 17 net

B aTom Bo3pacTe NOLPOCTKA aKTWMBHO MCMOMB3YHOT MOUCKOBLIE MaLUMHEI, MOMB3YOTCS 3MEKTRPOHHOM NOYTOM,
cnyx6amMn MrHoBeHHoro obmeHa COOBLLEHNSAMM, CKauMBalT My3blKy M MnbeMbl. Maneduvkam B 3TOM BO3pacTe
fonblle Mo HpaBy CMeTaTb BCE OrPaHWYEHWs, OHW XaxayT rpyboro toMopa, asapTHbIX Wrp, KapTWHOK "gnA
B3pocnbix”. [eBouKM npefnoquTaloT oblaTecs B YaTax, NPy 3TOM OHWM ropa3go Gonee 4YyBCTBMTENBHBI K
ceKkcyarnkeHbBIM goMoraTenscTeam B MIHTepHeTe.

3avacTylo B AaHHOM BO3pacTe POAWUTENSM YKe BeCbMa CIOXHO KOHTPONMPOBaThL CBOMX AeTel, Tak kak ob
NHTepHeTe OHW yXe 3HaKT 3Ha4YUTEnbHO Donblle cCBOMX poauTeneid. Tem He MeHee, He OTMyckaiTe AeTel B
"cBoBogHoe nnaeaHue" no MHTepHeTy. CTapaiTechk akKTUBHO y4YacTBOBaTh B 00LeHWn pebeHka B HTepHeTe.

BaxHo no-npexHemy cTporo cobnogats npaBuna WMHTepHeT-6e30MacHOCTM - corMmalleHWe Mexay
poAuTensaMU U AeTbMn. KpoMe Toro, HeoBXoAMMO Kak MOXHO Yallle MPoCcMaTprBaTh OTYETHI O LEATENBHOCTU AeTel
B WHTepHeTe. CneayeT o6paTuTs BHUMAaHWE Ha HEOOBXOAVMMOCTb COfepXaHWsA poAUTErNbCKUX Maporei (naponew
aJ,MUHVCTPATOPOB) B CTPOIOM cekpeTe W oBpaTuUTb BHYMAaHWE Ha CTPOroCTb 3TUX Maporei.

CoBeTbl No BezonacHocTK B 3ToM Bo3pacTe oT 13 ago 17 net

1. CosgaiTe cCnVCOK AOMALLHWX MpaBWUn MocelleHs WMHTepHeTa npW y4yacTKM NMOApPOCTKOB W Tpebyiite
BesycnosHoro ero BolnornHeHna. OBroBopute ¢ pebeHKoOM CNMCOK 3anpeLleHHbIx caiToB ("YepHbld cnvcok”), Yachi
paboTtbl B UHTEpHETE, pyKoBoAcTBO No obueHuio B MHTepHeTe (B ToM 4YMcne B YaTax).
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2. KOMI'IbIOTep C NOAKIOHEHNEM K CeTH VlHTepHeT AOIMXeH Haxo4nTbCA B O6LLI,eIZ KOMHaTe.

3. He 3abreiBaiiTe OecefoBath C AeTbMW 00 WX Apy3bsX B IHTepHeTe, 0 TOM, YEM OHW 3aHATHI TakM 0Opa3om,
ByaTO peydb MAET O APY3bsAX B pearnbHol XusHW. CipalumBaiiTe o Nogsax, C KOTOpbIMKU AeTU oBLarTCH NocpecTBOM
cry»6 MrHoBeHHoro obMeHa coobLeHUsIMK, YToObI YOeaUTLCS, YTO 3TU M4 UM 3HAKOMBI.

4, V|CI'IOJ'Ib3yI7ITe cpeacrea 6]'IOKVIpOBaHI/IF| HeXernarteribHoro KOHTeHTa KakK JonoriHeHWe K cTaHapTHOMY
PO,JJ,I/ITeJ'IbCKOMy KOHTPOIO.

5. HeoGxoaumo 3HaTh, KakMK YaTaMu nonb3ykoTed Bawm geTu. MNoowwpaiTe Mcnons30BaHWe MoOAEpPUpYEMbIX
YaTOB M HacTamBanTe, YToObI feTW He obLWanucs B NPUBATHOM PEXUME.

6. HacTtauBanTe Ha TOM, YTOObI AeTWN HMKorga He BCTpedanncb NMYHO C APY3BAMK N3 CETU MHTepHeT.

7. Npuyvnte AeTeld He BblgaBaTb CBOK INMHHYIO MHAOPMALIC CPEACTBAMM AMEKTPOHHOW MoYThl, YaToB,
CHCTEM MIHOBEHHOMO 0GMeHa COOBLLEHWAMMI, PEMUCTPALMOHHBIX (POPM, NMNHHBIX MNPOMUNER WU NPY PErMCTPaLIAN Ha
koHkypchl B MHTepHeTe.

8. MNpuyunte aeTel He sarpyxaTb Nporpammbl e3 Balero paspelueHus. OObACHMTE MM, Y4TO OHW MOTYT
CryYaiiHO 3arpysuTk BUPYChl UMK APYroe HexenateneHoe nporpaMmMHoe oBecnedeHue.

9. Mpuyuwmte Bawero pebeHka coobwaTe BaM 0 MobbIX yrposax WK TpeBorax, cBAsaHHbIX ¢ MHTepHeTOM.
HanomHute geTaMm, 4to oHUM B 6e30MacHOCTW, ecnM caMK pacckasann BaM, O CBOWX Yrposax WMrM TpeBorax.
MoxBanuTe UX KU NOCOBETYATE MNOAOWTHM elle pas B MOJOGHLIX CryyYasix.

10. Pacckaxute getsm o rnopHorpadua B MHTepHeTe. [loMOrMTe MM 3allUTUTLCA OT chama. Haydute
MoAPOCTKOB He BblfaBaTk B IHTepHeTe cBoero pearnbHOro anekTPOHHOMO agpeca, He OTBeYaTh Ha HeXenaTterbHble
nMcbMa W MCNoNb30BaTk CheLMarbHbIe NoYToBLIE UMETPbI.

11. MNpryunTe cebs 3HAKOMUTLCA C CalTaMK, KOTOPLIE MOCELLal0T MOAPOCTKM.

12. Hayuute geTelh yBaxaTb APYMMX B MHTepHeTe. Y6eqUTech, UTO OHW 3HAOT O TOM, YTO NpaBuria XopoLLero
noBeAeHUA AeNCTBYIOT Be34e - AaXe B BUPTYanbHOM MUpe.

13. OBbAcHMTE JeTsaM, YTO HM B KOeM clny4Yyae Henb3s Wenonb3oBaTe CeTb Ans  XynWraHcTea,
PACMNPOCTPaHeHNs CNNeTeH WK Yrpo3s APYTM NoAaM.

14. OBcyaunTe ¢ NoApPCCTKAMM NPOBNeMbl CETEBLIX a3apTHLIX MMP U UX BO3MOXHBIA pUCK. HanoMHWTe, UTo aeTr
He MOTYT MrpaTb B 3TW MIPbl COMMAaCHO 3aKOHY.

[MOCTOAHHO KOHTPONUMPYWTE KUCNonb3oBaHWe VIHTepHeTa Bawmm pebeHkom! 3T0 He HapylweHWe ero fMYHoro
MPOCTPaHCTBA, a Mepa NpeioCTOPOXHOCTM M NposierieHne Ballel pogutensckod 0TBETCTBEHHOCTU M 3a00ThI.

KoHcynbTaHnTlnoc www.consultant.ru

HagexHaA npaBoBaA nojnepxKa

CtpaHuua 15315



