Mucemo MuHncTepcTBa obpasoBaHusa u Hayku PO ot 14 maa 2018 r. N 08-1184
"O HanpaBneHun nHgopmaumnn”

[enapTaMeHT rocygapCTBEHHOM nonutuku B cdepe obuwero obpasoBaHus
MuHo6pHaykn Poccum HanpaBnsieT gns cBefdeHusi paspaboTaHHble BpemeHHOW Komuccuen
CoBeta depepaumm nNo  pasBUTUMIO  UHOPMaUMOHHOro obliecTBa MeToAnYecKkune
pekoMeHaaunaMm O pasmeLlleHnn Ha MHAPOPMALMOHHBIX CTeHAAX, OPULMAnbHbIX MHTEPHET-
cantax Wn Jpyrmx MHPOPMaUMOHHBLIX pecypcax oblieobpasoBaTenbHbIX OpraHm3aumm u
OpraHoB, OCYLUECTBNALWMX ynpaBneHne B cdepe ob6pasoBaHusa, uHGopMaumm o
©e3onacHoM NoBeAeHNN U UCNONb3oBaHUN ceTh "UHTepHeT".

MpunoxeHwne: Ha 17 n. B 1 3K3.

AunpexTop JenaptameHTa A.E. MNeTpos

MeToaunyeckune pekomeHpaumm
O pa3mMeLlleHUn Ha MH(POPMaLIMOHHBbIX CTeHAAX, opuLManbHbIX MHTEPHET-CanTax n
APYrux nHoOpMaLMOHHbIX pecypcax obLeobpasoBaTesibHbIX OpraHu3auun 1 OpraHoB,
ocyLlecTBNAOLWMX yrnpaBneHue B cchepe obpasoBaHus, MHopMmaLmm o 6e3onacHom
noseAeHUN U ucnosnb3oBaHun cetn "UHTepHeT"

akcneptamMn n yneHamm BpemeHHom komuccun CoBeTta Pepepaumm No pasBUTULD
MHOPMaUNOHHOro obuwectBa B pamkax BbIMOIHEHUS pPeKOMEeHZ4Auun napriaMeHTCKUX
cnywaHun "AkKTyanbHble Bonpocbl obecneyeHusi 6e3onacHOCTM M pasBUTUA [eTen B
MHOPMALNOHHOM npocTpaHcTee", koTopble npownu B CoBete Pepepauum 17 anpens
2017 r., ©O6binn paspaboTaHbl MEeTOOMYECKME pekoMeHdauMm O pasMeLleHuMM Ha
MHGOPMALMOHHBIX CTeHAax, ouuManbHbIX MHTEPHET-canTax U ApYrnx UHAPOPMAaLMOHHbIX
pecypcax obuieobpasoBaTerbHbIX OpraHnu3aLmi 1 OpraHoB, OCYLLECTBAKOLWMX ypaBreHne B
cthepe obpasoBaHus, MHpopmaumm O ©Oe3onacHOM MOBEAEHUN U UCMNOSMb30BAHUM CETU
"MInTepHeT" (ganee - meTogMyeckne pekomeHgaumun).

MeToguyeckne pekomMeHaauun HanpasBfneHbl Ha KayeCTBEHHOE MOBbILEHNE YPOBHS
MHOPMaLUMOHHON  aeaTenbHOCTM  obuleobpasoBaTeribHbIX  OpraHM3auunm U OpraHoB,
OCYLLECTBNALWNX YyNpaBneHne B cdepe o06pasoBaHMs, B YacTu WMHGPOPMUPOBAHUSA
yyalmxcs, ux poamTenen (3akoHHbIX npeactaBuTenen) n negarormdyecknx paboTHuMKoB 06
OCHOBHbIX acrnekTax MHopMaLnoHHOM 6e30nacHOCTH.

MeToauyeckne pekomeHgauum no3eonaT obuweobpasoBaTesibHbIM OpraHmMsaumsm u
opraHam, OCYLUECTBMAKOWMM ynpaereHMe B cdepe o0pa3oBaHus, akTyanuaumpoBaTb YXe
nucrnonb3yemMmble U pasmMelieHHble MHGOPMaUVOHHbIE MaTepuansl, Tak U NOAroTOBUTbL MX B
crny4vae ux OTCyTCTBUS C y4ETOM fydLINX NPaKTUK U peKOMeHLauUnn.

B pamkax MeToOMYecKMX  peKkoMeHdauun  paccMmaTtpuBaroTcs  cnegyloume
WHCTPYMEHTbI:

1. vHbopMaUUNOHHbIE CTEHAbI;

2. othnumanbHble MHTEPHET-PECYPChI;

3. cpeacTBa MaccoBOW MHopMauuKn (LIKONbHbIE ra3eTbl, Negarormyeckne n3gaHma m

Apyrue).

MHdopmMaLnOHHbIe cTeHAbI

Ha wuHdoOpMaUMOHHLIX cTeHaax B o6LlieobpasoBaTenbHbIX  OpraHu3auusx,
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pacnosioXXeHHbIX B one yvpexaeHun u B KabuHeTax, OCHALLEHHbIX MepPCOHanbHbIMM
ycTpouctBamm Ons BbiIxoga B ceTb  "WIHTepHeT", peKkoMeHOyeTcAa  pasMecTuUTb
WH(POPMAUMNOHHbIE  NaMATKWA, COAepXKaliMe OCHOBHble CcoBeTbl No  obecneyeHuto
MHOpMaLMOHHOM 6e30MacHOCTM yYaLLMXCA.

B npunoxerHnn N 1 kK meTogudeckum pekoMeHgaumsim npencrasneH obpasew, naMsTku
ANSA pasmeLleHns Ha MHAPOPMaLMOHHbIX CTEHAAX.

CpeactBa maccoBoun UHcpopmaumm

B cpeactBax MmaccoBon MH(oOpMauMn, OPUEHTUPOBAHHBLIX Ha OOy4aroLmMxcs,
pekomMeHayeTcss B TeyeHun yyebHoro roga peryndpHo nybnukoBaTb MHEGOPMAaLMOHHbIE
mMartepuarnbl, NOCBSALLEHHbIE OTAEMNbHbIM acnekTam MHopMaLMOHHOM 6e30MacHOCTU, a Takke
pasnuyHble NaMaTKM obLLero xapakrepa.

B cpenctBax maccoBonM MHopMauuMn, OPUEHTUPOBAHHLIX Ha nNegarornMyeckyro
00LLEeCTBEHHOCTb, PEKOMEHOYETCA B TEYEHUW KareHA4apHoro roga perynapHo nybnukoBaTtb
MHOPMALUNOHHbLIE MaTepuarnbl, MOCBALWEHHbIE OTAENbHBIM acnekTam WHAPOPMaLNOHHON
0e30nNacHOCTU KakK HecoBePLUEHHONETHUX, Tak U oblieobpasoBaTenbHbIX OpraHu3aumin, a
Takke pasnnyHble NamsTku, 0630pbl HOPMaTMBHO-NPABOBOIO PErynMpoBaHnSa 4aHHOW cdepsbl
N MHGOPMAUMIO O aKTyasbHbIX MEPONPUATUAX U COBBLITUAX B AaHHOWN cdepe.

B xogoe npoBegeHuss EpguHoro ypoka no 6esonacHoctm B cetu  "MHTepHeT"
pekomeHayeTca obecnevnTtb BbIMYCK TemMaTU4YecKoro Bbiycka CcpeacTBa MacCOBOM
nHopmauum nmbo cepum nNybnmMkaumm, cpean KOTOpPbIX PaCCMOTPETb OPraHM30BaHHbIE
Meponpuatna ana  obydawwmxca, ux poauTenen  (3aKOHHbIX npeactaBuTenen) wu
negarorn4yeckon obLecTBEHHOCTH.

OdmumanbHblie UHTEepHeT-pecypcbl

O6uweobpasoBaTenbHbiM OpraHM3aumMsaM pPeKoMEeHOYeTCA Ha CBOMX oduuManbHbIX
NHTepHeT-pecypcax obecneunTb PYHKLUNOHUPOBaHWE CaMOCTOATESNIbHOIO "
cneumnanmavpoBaHHoro pasgen "WMHdopmaumoHHas 6e3onacHOCTb", B paMKkax KOTOpOro
npegycMoTpeTb pasMeLleHne cregyrowen nHpopmaumn:

N Pasgen/nogpasgen dopmaTt CopepxaHue matepuanos
npeactaBneHns
MaTepuanos
1. | JlokanbHble HopMaTtmBHble | Konuu AokymeHTOB B | PasmelyatoTcs konum
aKTbl B cpepe dopmarte *PDF OOKYMEHTOB,
obecneyveHus T.€. CKAHNPOBaHHbIN BapuaHT
NHOPMaLIMOHHOM AOKYMEeHTa, COOTBETCTBYHOLLNN
GesonacHocTn TpeboBaHnAM K napameTpam
oby4atowmnxcs ckaHupoBaHus. Pa3smeluatoTtcs
AOKYMEHTbI,
pernameHTupyoLmne
opraHusauuio 1 paboty ¢
nepcoHanbHbIMU OaHHbIMU,
nnaHbl MEPONPUATUIN NO
obecneyeHunto
NHOPMALNOHHOM




6esonacHocTu obyvatowmxca u
apyrue.

2. | HopmatusHoe
perynvposaHune

Konnn ookymeHToB B
dopmate *PDF

My6nukytoTca akTyanbHble
ceBefeHnsa 06 dheaeparnbHbIX U
pernoHarnbHbIX 3aKOHax,
nMcbMax oOpraHoB BracTu u
Apyrne HopmaTUBHO-NPaBOBbIE
AOKYMEHTBHI,
pernameHTupytowme
obecneyeHune
NHOPMaLNOHHOM
6esonacHocTH
HEeCOBEPLLEHHONETHUX.
[lonyckaeTcs BMecTo Konum
pasmeLlaTb rmnepcebinkn Ha
COOTBETCTBYHOLUNE JOKYMEHTbI
Ha canTax opraHos
rocyfapCTBEHHOM BNacTu.

3. | Neparornyeckum
paboTHMKaMm

TekcT Ha cTpaHuue
caunTta

Konuu gokymeHTOB B
dopmate *PDF

Pa3mellatotca metoamyeckue
pekoMeHOauun 1 ykasbliBaeTcs
NHpopmauusa 0 MeponpuUsaTUSX,
NpoeKTax v nporpammMax,
HanpaBneHHbIX Ha NOBbILLEHNE
NHGOpMaLMOHHON
rPaMOTHOCTU Neaarornyecknx
pabOTHMKOB.

4. | Obyyvarowmmcs

TekcT Ha cTpaHuue
caunTta

PasmellaeTtcs
NHpOpPMaLNOHHAA NamaTka
(npunoxexue N 2) n
yKkasblBaeTca nHopmMmaums o
MEpPONPUATUSIX, NPOeKTax K
nporpamMmmax, HanpasfeHHbIX
Ha NOBbILLEHNE
NHGOpMaLMOHHON
rPamMoOTHOCTM 0BYy4arOLLNXCS.

5. | Pogntensm (3aKOHHbIM

TekcT Ha cTpaHuue

PasmeluaeTcs

npeacTaBUTeENsM) canTta MHOPMaLNOHHas NaMaTka
obyyarowmxca (npunoxexne N 3).

6. | detckne 6e3onacHbie TekcT Ha cTpaHuue Pasmelaetcs nHgpopmaums o
caunTbl caunTta pekoMeHAyeMbIX K

NCnonb30BaHMO B y4eOHOM
npouecce 6e3onacHbIX canTax,
GaHHepbl 6e30NacHbIX AETCKUX
CaunToB.

OpraHaM, ocyLwiecTBnAaLwnmM yrnpasieHne B cepe O6pa3OBaHI/I$I, pekomMeHayeTCcA Ha

CBOUX odouumanbHbIX

NHTepHeT-pecypcax

obecneunTb

dYHKUNOHUPOBaHUE

CaMOCTOATENIbHOrO U cneunanuanpoBaHHoro pasgen "WHdopmaumoHHas 6e3onacHocTh”, B
paMKax KOToOporo npefycMoTpeTb pasMeLleHne crieaytowen nHpopmaumn:




MpunoxeHne N 1

MamaTtka
ana oby4arwmxcs o6 nHcpopmaumoHHon 6Ge3onacHOCTU AeTen

HEJIb3A

1. Bcem nogpsag coobLiatb CBOK YaCTHYHO MHGOPMauUmMIo (HactToswme nvs, hamunmio,
TenedoH, agpec, HOMep LLKOSbl, a Takke oTorpadumn CBOU, CBOEN CEMbU U ApPY3EN);

2. OTkpblBaTb BrOXEHHble annbl 3NEeKTPOHHOW MOYThbl, KOrda He 3Haelb
oTnpasuTens;

3. pybutb, npuaupatbCs, OkKa3biBaTb [JaBfeHMe - BeCcTu cebsa HeBEeXNMBO U
arpeccuBHo;

4. He pacnopsikanca geHbramm TBOEW CeMbW 0e3 paspelleHusi cTaplunx - Bceraa
cnpawuBan pogurtenen;

5. He BcTpevanca ¢ VHTepHeT-3HAaKOMbIMU B pearibHOM >XMU3HWU - MOCOBETYWCS CO
B3pPOCIbIM, KOTOPOMY JOBEPSAELLb.

OCTOPOXHO

1. He Bce nuwyT npaegy. Yntaewb o cebe Henpasay B MHTepHeTe - coobLum 06 aTom
CBOVIM POAUTENSAM UMK ONeKyHam;

2. MNpurnawatoT nepenncebIBaTbCs, UrpaTb, 0OMeHNBaTbLCS - NPOBEPb, HET N NOABOXA;

3. HesakoHHoe konupoBaHue ¢annos B VIHTepHeTe - BOPOBCTBO;

4. Bcerga pacckasbiBan B3pOCnbiM 0 Npobriemax B CETU - OHWU BCerga noMoryT;

5. Ncnonb3yn HacTponku 6e30nacHOCTM M MPUBATHOCTU, YTOObLI HE MOTepsTb CBOU
aKKayHTbl B COLICETSAX M OPYrMX nopTanax.

MOXHO

1. YBaxan gpyrux nonb3oBaresnen;

2. Nonb3yewbca IHTEPHET-UCTOYHNKOM - eran CCbIfiKy Ha Hero;

3. OTKpbIBal TONbKO T€ CChIfIKM, B KOTOPbIX YBEPEH;

4. ObpawatbCa 3a NOMOLLBI K B3pOCHbIM - POAUTENU, OMNEKYHblI U agMUHUCTPaLMS
canToB Bcerga nomMoryr;

5. lMpongn obydyeHne Ha cante "CeTeBMYOK" M nonydnm nacnopT LUGPOBOro
rpaxgaHuHal

MpunoxeHune N 2

UHdopmaummoHHas namaTka
Ana obyvarwwmxcs ana pasmelleHus Ha ocpuumanbHbix MHTepHeT-pecypcax

C KaxgblM rogoM MOSOAEXN B MHTEPHETE CTaHOBUTLCA Borblue, a LUKONbHUKA OOHM
N3 camblX aKTUBHbIX Norib3oBatenen PyHeTa. Mexay Tem, MOMUMO OFPOMHOrO KOfmMyecTBa
BO3MOXHOCTEWN, MHTEPHET HECET N NpPobnembl. 3Ta NnaMAaTka AoSHKHa NoMoYb Tebe 6e3onacHo
Haxo4ouTbCs B CETH.

KomMnbloTepHble BUpYChI
KoMnbloTepHbIN  BUPYC - 3TO  PasHOBUOHOCTb  KOMMbIOTEPHbLIX  MPOrpamm,

OTNNYNTENBHON OCODEHHOCTBIO KOTOPOW $BNSETCSA CMOCOOHOCTb K pasMHOXeHuo. B
AOMNOJSTHEHME K 3TOMY, BUPYCbl MOTYT MOBPEANTb UIM MOMHOCTBI YHUMTOXUTL BCe pannbl U



AaHHble, MOAKOHTPOSbHbIE NONb30BaTEND, OT MMEHN KOTOPOro Obina 3anylleHa 3apaxéHHas
nporpaMmma, a Takke NOBpeAuTb UNN OaXe YHUYTOXWUTb OMEepPauMOHHYK0 CUCTEMY CO BCEMMU
dannamu B Lenom. B 6onbLlUMHCTBE CrydYaeB pacnpoCTPaHSTCS BUPYChl Yepes NHTEPHET.

MeToabl 3aLMTbl OT BPEAOHOCHbLIX MPOrpamMMm:

1. Vicnonb3yi coBpeMeHHbIe OnepaunoHHble CUCTEMbI, UMeKoLLMe CePbE3HbIN YPOBEHb
3aLWmThl OT BPEAOHOCHLIX Mporpamm;

2. TloCcTOAHHO ycTaHaBnMBan Nayvyty (UMpPOBbIE 3anfnaTku, KOTOpble aBTOMaTUYECKU
yCTaHaBnMBalTCa C Uenbio  JopaboTkM nporpaMmmbl) U Ogpyrme OOHOBREHUA CBOEW
onepaunoHHon cuctembl. CkaumBam Mx TOMNbKO C oduumanbHoOro camta paspabotymka OC.
Ecnun cywiecTByeT pexxum aBTomaTM4eckoro OOHOBMEHUS, BKINOYN €rO;

3. Pabotan Ha cBoeM KOMMbIOTEPE NO4 MpaBamMu MONb3oBaTeENs, a He
agMUHUCTpaTopa. JTO  He  No3BONMUT  BONMbLUMHCTBY  BPEAOHOCHBLIX  Mporpamm
WHCTanMpoBaTbCs Ha TBOEM NePCOHarIbHOM KOMMbIOTEPE;

4. Acnonb3yn aHTUBUPYCHbIE NMPOrpaMMHbIe MPOAYKTbl N3BECTHbLIX NPOM3BOAMUTESNEN, C
aBTOMaTn4yecknm obHoBneHnem 6as;

5. OrpaHunyb m3n4ecknin JOCTYN K KOMNbIOTEPY AS1S1 NOCTOPOHHUX NL;

6. Micnonb3yn BHeLIHWE HOCUTENWN MHAOPMaUUK, TakMe Kak cnewka, guck nnu danmn
N3 MHTEpPHETA, TONbKO N3 NPOBEPEHHbBIX MCTOYHMKOB,

7. He oTKpbiBan KOMMbOTEPHbIE (hansibl, MNOMyYEeHHblE U3 HEHAAEXHbIX UCTOYHMKOB.
[axe Te dannbl, KOTOpPbIE Npucnan TBOW 3HAaKOMbIN. Jly4lle yTOYHWN Yy Hero, oTrnpasnan siu oH
Tebe nx.

Cetu WI-FI

Wi-Fi - 3170 He BMA nepedaydn gaHHbIX, HE TEXHOMOMMA, a BCEro nuwb 6penHn, mapka.
Ewe B 1991 rogy HugepnaHackass KomnaHusa 3apeructpupoBana ©6peHg "WECA", uyto
obos3Hayvano cnosoco4vetaHune "Wireless Fidelity", koTopblh nepeBoanTcs Kak "6ecnposoagHas
TOYHOCTBL".

[o Hawero BpemMeHn fowna gpyras abbpeBuaTtypa, KOTopasi ABMASETCA TaKOW Xe
TexHonornen. At1o abbpesmatypa "Wi-Fi". Takoe HasBaHue Obino gaHO C HaMEKOM Ha
CTaHOapT BbICLIMKM 3BYKOBOM TexHUKK Hi-Fi, 4To B nepeBoge o3HavaeT "BblCOKas TOYHOCTL".

[a, 6ecnnaTHbIn MHTEPHET-AOCTYN B Kade, OTENsIX 1 asponopTax ABNAETCS OTIINYHOM
BO3MOXXHOCTbIO BbIXOAa B UHTEpPHET. HO MHOrme akcnepTbl CHUTAOT, YTO obwenocTtynHble Wi-
Fi ceTn He aBnaTca 6e3onacHbIMK.

CoBeTbl N0 6e3onacHocTn paboTte B 0bwenoctynHbix ceTax Wi-fi:

1. He nepepaBan cBOW NnMYHYyO0 MHopmaunto yepes obuwepoctynHole Wi-Fi ceTtw.
PaboTas B HUX, XenaTenbHO He BBOAUTbL MapOsiM AOCTYyNa, NOrMHbLI U Kakne-To HOMepa;

2. icnonb3yi 1 06HOBNSI aHTUBMPYCHbIE NporpamMmMbl U 6paHamayep. Tem cambiM Thl
obe3onacullb cebsi OT 3aKkaykm BUpyCca Ha TBOE YCTPONCTBO;

3. lMpu wucnonb3oBaHun Wi-Fi oTtknoum dyHkuyuio "O6wmin goctyn Kk pavinam u
npuHtepam". [JaHHaa (PyHKUMA 3aKpbiTa MO YMOSIYaHUIO, O4HAKO HEKOTOpble norb3oBaTenu
aKTMBMpPYOT €€ aAnga yaobcrea Mcnonb3oBaHns B paboTe unu yyebe;

4. He ncnonbayn nyonuudbin WI-FI ana nepegaym nu4dHbIX SaHHbIX, Hanpumep Ans
BbIXOZa B coumarnbHble CETU UMK B 3SIEKTPOHHYIO NOYTY;

5. nonb3yn Tonbko 3awmuieHHoe coeauHeHne vepe3 HTTPS, a He HTTP, T1.e. npu
Habope Beb-agpeca BBoaM nmeHHO "https://";

6. B wmobunbHoM TenedgoHe oOTkMouM  yHKumo  "TMogknioyeHne k  Wi-Fi
aBTOMaTmnyeckn". He gonyckanm aBTOMaTU4ecKoro noaknioyeHus yctpouctea k cetam Wi-Fi
©e3 TBoero cornacus.



CouuanbHble ceTu

CoumanbHble CETU aKTMBHO BXOASAT B Hally XW3Hb, MHOrMe niogu paboTtarT U XUBYT
TaM MOCTOSIHHO, a B Facebook yxe 3apermctpupoBaH MuUnnvapn 4YenoBek, 4YTO ABNSeTcA
OOHOW cefbMOW Bcex XuTenen nnaHetol. MHorve nomnb3oBaTenM He MNOHUMMAKT, YTO
WHoOpMaUUsl, pasMelleHHass MMM B couManbHbIX CeTaX, MOXeT OblTb HangeHa u
ncnonb3oBaHa Kem YrogHo, B TOM Yncne He 0b6a3aTenbHO ¢ 6rnarumm HaMmepeHUsiMun.

OcCHOBHbIe coBeTbI N0 6e30MacHOCTM B COUMarbHbIX CETAX:

1. OrpaHuyb cnucok apysen. Y Teba B Opy3bsX He AOMKHO ObiTb Cry4anHbIX M
He3HaKOMbIX N0OeN;

2. 3awmuian CBOK YacTHYI XMU3Hb. He ykasbiBan naponu, tTenedoHsbl, agpeca, garty
TBOEr0 POXAEHUSA U OPYry0 NNYHY0 MHGOPMaLMIO. 3N0YMbILWEHHUKN MOTYT MCMOMb30BaTb
Aaxe MHpopmaLmo 0 TOM, KaK Tbl U TBOW POAUTENN NiaHUpyeTe NPOBECTU KaHUKYIbI;

3. 3awmwan cBo penyTauuio - AEpXU ee B YNCTOTE M 3adaBan cebe BONpocC: xoTen
Obl Tbl, YTOBbLI Apyrne nonb3oBaTenu BUAENN, YTO Tbl 3arpyxaewb? Nogyman, npexge yem
YTO-TO ONyGnMKoBaTb, HAaNUcaTb U 3arpy3nTb;

4. Ecnn Tbl roBOpULLb C MOAbMU, KOTOPbIX HE 3Haellb, HE UCMOSb3yh CBOE pearibHoe
UMSI 1 OPYTYHO NIMYHYI0 MHAOPMAaUUK: UMS, MECTO XUTENbCTBA, MECTO y4ebbl 1 Npoyee;

5. W3beram pasmeweHna doTtorpacdmn B WHTepHeTe, rae Tbl KM300paxeH Ha
MECTHOCTM, MO KOTOPOWN MOXHO ONpeaennTb TBOE MECTOMOSNOXEHME;

6. lpu pernctpaumm B couuanbHOW ceTu HeobXoAMMO WUCMNOoSb3oBaTb CrOXHbIE
naponu, coctosme n3 6yke n LMp 1 ¢ KONMYECTBOM 3HAKOB HE MeHee 8;

7. lns coumanbHOM ceTn, NOYTbl U OPYrnMX CauTOB HEOBXOAUMO MCMONb30BaTh pasHble
naponu. Toraa ecnu Tebsi B3NomMatoT, TO 3fI0YMbILUNIEHHMKM NONyYaT AOCTYN TOMbKO K OOHOMY
MecCTY, a He BO BCe cpaay.

3J'IeKTpOHHbIe OeHbrn

OnEeKTPOHHbIE AeHbrM - 3TO OYeHb YAOOHbIM cnocob nnaTtexen, OAHAKO CyLLeCTBYIOT
MOLLEHHMKMN, KOTOPbIE XOTAT NONYYUTb 3TN OEHBLIN.

ONEeKTPOHHbIE AEHbLIN MOSIBUNIUCb COBCEM He4aBHO M MMEHHO M3-3a 3TOr0 BO MHOMMX
rocygapcreax 4o CUMX MOP He NPONMCaHO MPO HUX B 3aKOHaX.

B Poccum xe OHM (PYHKUMOHMPYIOT M O HUX YXe MPOnuMcaHo B 3akoHe, rge wux
pas3nenstoT Ha HECKONbKO BWOOB - @HOHUMMHbIE M HE aHOHWMHblE. PasHuua B TOM, 4TO
aHOHUMHbIE - 3TO Te, B KOTOPbIX paspellaeTcs npoBoauTb onepauum 6e3 ngeHtTudpukaumm
nonb3oBaTensi, a B HEAHOHMMHbIX MAeHTUdKUKauum nonb3oBaTens ABnseTcs 06sa3aTenbHOMN.

Takke cnegyeT pasnuyaTb 3MEKTPOHHbIE buaTHble AEHbIMN (PaBHbI FOCY4apCTBEHHbLIM
BasntoTam) 1 ANeKTPOHHble HednaTHbIE AeHbIMN (HE paBHbl FOCY4apPCTBEHHbIM BantoTam).

OcHoBHble coBeTbl N0 6Ge3onacHon paboTe ¢ 3NEKTPOHHBIMWU AEHbraMm:

1. MpuBsXKN K cyeTy MOBUNbHBIM TenedoH. ITo cambin YAOOHbIA 1 BbICTPLIN cnocod
BOCCTAHOBUTb [[OCTYN K cyeTy. [lpuBA3aHHbIN TenedoH MOMOXeT, ecnu 3abyaellb CBOW
nraTeXxHbl Naposb UK 3andellb Ha canT C HE3HAKOMOro YCTPOUCTBA;

2. Vicnonb3yn ogHopasoBble naponu. [locne nepexoga Ha YCUMEHHYKD aBTOpM3auuto
Tebe yxxe He ByaeT yrpoxaTb ONAaCHOCTb KpaXu UNn nepexesarta NnaTexHoro napons;

3. Bblbepu crnoxHbin naponb. lpecTynHukam OygeT He MNpoCcTO yragaTb CrOXHbIN
naponb. HagexHble naponu - 3TO Naponn, KOTopble cogep)XaT He MeHee 8 3HaKoB W
BKMNtoYatoT B ceba CTPOYHbIE M NPOMNUCHbIE BYKBLI, UMAPbLI N HECKOSNIbKO CMMBOJSIOB, Takue Kak
3Hak gonnapa, dyHTa, BocknuuaTtenbHbI 3Hak 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOU NNUYHbIE AAHHbIE HA calTax, KOTOPbIM He AOBeEpPSeLlb.



SﬂeKTpOH Hasa rno4yTta

OrIeKTPOHHAas no4yTa - 9TO TEXHOSIOMMS U NpefocTaBnsaeMble el YCryrn rno nepecobinke
N NOSTYYEHUIO ANEKTPOHHBLIX COOBLLEHUIN, KOTOpble pacnpedensatoTca B KOMMNbIOTEPHOW CETH.
O6bI4HO 3NIEKTPOHHbIN NOYTOBbIN ALK BbIrNaanT cnefyoLwmnm obpasowm;
UMSA_nonb3oBaTena@umsa_aoMeHa. Takke KpoMe nepedadnm nNpoCcToro TeKcTa, umeeTcs
BO3MOXHOCTb nepefasatb pansibl.

OcHoBHble coBeTbl NO Ge3onacHon paboTe C ANEKTPOHHON NOYTOWN:

1. Hago BbIGpaTh NpaBunbHbIN NOYTOBLIN CepBUC. B MHTEpHETE eCTb OrpOMHbIN BbIGOP
BecnnaTHbIX NOYTOBLIX CEPBUCOB, OAHAKO Iyylle AOBEPSTb TEM, KOro 3Haellb U KTO NepBbii
B PENTUHTE;

2. He ykasbiBan B IMYHOM NOYTE JIMYHYKO MHdopMauuio. Hanpumep, nydwe BbibpaTb
"My3blKanbHbI_(paHaT@" unm "pok2013" BmecTo "tema13";

3. Ncnonb3yin ABYXaTarnHyo aBTopm3aumio. ATO Koraa noMUMO Napornsi Hy>KHO BBOOUTb
Koa, npucbinaemsin no SMS;

4. Bblbepn cnoxHbli naponb. Ona Kaxgoro noyvTOBOro SlMKa OOSMKEH ObiTb CBOW
HaLeXHbIN, YCTONYMBBIN K B3ITOMY Napofb;

5. Ecnn ecTb BO3MOXHOCTb HanuMcaTb caMOMYy CBOW JIMYHbIA BOMPOC, UCMOSMb3yn 3Ty
BO3MOXHOCTb;

6. cnonb3yn HECKONbKO MNOYTOBLIX AWMKOB. [lepBbin AN 4acTHOW Nepernvcku C
agpecaTtamu, KOTOPbIM Tbl JOBepsielb. OTO 3MEKTPOHHbIN aapec He Hado UCNOoMb30BaTb Mpu
permcTpauum Ha popymax u camrax;

7. He oTkpbiBan hannbl 1 gpyrve BNOXEHUS B NMUCbMax AaXke eCcriv OHU NpuLnun ot
TBOMX ApYy3en. Jlyyle yToYHM y HUX, OTNPaBNSann niv oHn Tebe aTn hannsi;

8. lNocne okoH4YaHMa paboTbl HA MOYTOBOM CepBUCE Mepen 3akpbiTMeM BKIagKh C
canTtom He 3abyab HaxaTtb Ha "Bbiitn".

KnbepbynnuHr unmn BupTyanbHoOE n3aeBaTenbCTBO

KnbepbynnuHr - npecnegoBaHne coOOOLLEHNAMM, coaepXalnmm ocKopbneHus,
arpeccuio, 3anyrmpaHue; XyrmraHcTso; coumanbHoe BOMKOTUPOBaHME C MOMOLLBIO Pa3NNYHbIX
WHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 bopbbe ¢ KNbepOynnHrom:

1. He 6pocaicsa B 6on. Jlydwminn cnocob: nocoBeToBaTbCA Kak cebst BECTU U, eCNn HET
TOro, K KOMy MOXHO 06paTuTbCsl, TO BHadane YCrnokoMTbCs. Ecnu Tbl HayHewb oTBeYaTb
ockopbneHMsaMn Ha ockopbneHust, TO TOMbKO eLle Bonblue pasoxKeLlb KOHQINKT;

2. Ynpaensu cBoen knbeppenytauyuen;

3. AHOHMMHOCTb B ceTn MHuMas. CyLlecTBylOT CNocoObl BbISICHUTb, KTO CTOMT 3a
AHOHUMHbIM aKKayHTOM;

4. He cTOUT BECTU XYNUraHCKUn obpa3 BMPTYyanbHOWN Xn3HWU. IHTepHET dmnkcupyeT Bce
TBOW OENCTBUSA N coXpaHseT ux. Yoanutb ux 0yaeT KpaviHe 3aTpyAHUTENbHO;

5. Cobniogar cBOM BUPTYanbHY YeCTb CMOMOAY;

6. WrHopumpym epguHuuHbIA HeratvB. OpgHOpasoBble OCKOPOUTENbHbIE COO6LLEHNS
nyywe urHopuposatb. OBbLIYHO arpeccus npekpallaeTca Ha HavanbHOW cTaguu;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMKM COOOLLEHUAMU, B
coumanbHbIX CETAX €CTb BO3MOXHOCTb GIIOKMPOBKM OTMPaBKM COOOLLEHUN C onpeneneHHbIX
afpecos;

8. Ecnu Tbl cBugetenb kubepbynnuHra. TBOWM [OEWUCTBUSA: BbICTYMUTbL NPOTUB
npecrnegosaTens, NokasaTb €My, YTO ero JeNCTBUSA OLEHWBATCH HeraTMBHO, Nogaepxatb
XEepTBY, KOTOPOW HYXHaA MCUXonormdeckass nomoLlb, COOBWMTbL B3pOCibIM O dakTe



arpeccuBHOro NoBeaeHNSA B CETH.
MobunbHbIN TenedgoH

CoBpeMeHHble CMapTOHbI W NnaHweTbl coaepXaT B cebe BMOMHe B3POCHbIN
yHKUMOHAs, N Tenepb OHM MOryT KOHKYpupoBaTb CO CTaLUMOHAPHbLIMK KOMMbIOTEPAMM.
OpHako, cpeacTB 3awWmThl Ana nogoOHbIX YCTPOMCTB MOKa OvYeHb Masno. TecTMpoBaHuWe U
NMOUCK YA3BUMOCTEW B HUX MPOUCXOAUT He TakK MHTEHCMBHO, kak anda [1K, To e camoe
KacaeTcs 1 MOOUNbHBIX NPUMOXKEHWUA.

CoBpemMeHHble MOOWMbHblE 6pay3epbl yXe MpPaKTUYEeCKM [OrHanm HacTOfNbHbIEe
aHarnoru, ogHako paclumpeHue yHKuMoHana Briedyet 3a cobor OOonblUyd CAOXHOCTb U
MEHbLUYH 3aLUNLLEHHOCTb.

[laneko He Bce Npou3BOAUTESNM BbINyCKaloT OBHOBIEHWS, 3aKpblBaloLne Kputnydeckue
YA3BMMOCTW 151 CBOUX YCTPOUCTB.

OcHoBHble coBeTbl Ansa 6e3onacHOCTN MOBUbHOrO TenedoHa:

1. Huyero He aBnsieTcs no-Hactosiwemy GecnnaTHbiM. byab OCTOpOXeH, Bedb Koraa
Tebe npepgnaratoT OecnnaTHbIN KOHTEHT, B HEM MOryT OblTb CKpPbITbl Kakue-TO nnaTHble
ycnyru;

2. lyman, npexge 4em otnpaBnte SMS, oTo nnu Buaeo. Tbl TOYHO 3HaAELUb, FAe OHU
OyayT B KOHEYHOM UTOre?

3. Heobxoammo oBHOBMSATEL ONepaLmnMoHHY0 CUCTEMY TBOEro cMapT(oHa;

4. Acnonb3yn aHTUBMPYCHbIE NporpamMmMbl At MOBUIbHBLIX TENEOHOB;

5. He 3arpyxan npunoxeHusi OT HEM3BECTHOrO UCTOYHMKA, BeAb OHN MOTYT coAaepXaTb
BpeaOoHOCHOEe nporpaMmHoe obecnedeHue;

6. Nocne TOro Kak Tbl BblAELWb C canTa, rge BBOAUM NUYHYHO MHGOpPMaLMIo, 3anau B
HacTpownkn bpaysepa n yganu cookies;

7. Nepuoagnyeckn NpoBepsAn Kakme nnaTHble YCyrn akTMBMpOBaHbl Ha TBOEM HOMEPE;

8. [laBan cBon HomMep MOOMNBbHOro TenedoHa TONbKO NOASAM, KOTOPbLIX Thbl 3Haelb U
KOMy JoBepsiellb;

9. Bluetooth gormkeH ObITb BbIKNKOYEH, KOrga Thl UM He nonb3yelwbes. He 3abbiBamn
nHorga npoBepsATb 3TO.

Online wurpel

CoBpeMEHHbIE OHMaMH-Urpbl - 3TO KpacouYHble, 3axBaTblBalOLME pasBfevYeHus,
00beguHALWME COTHU ThICAY YeNoBeK No BCcemMy Mupy. Urpokn nccnegytoT AaHHbI UM MUP,
obwaoTca apyr ¢ ApYrom, BbIMOMHAT 3afaHus, CpaXatTcsi C MOHCTPaMK 1 NOMyYaroT OnbIT.
3a yaoBOMbCTBME OHM NNATAT: NOKynawT AMCK, onnavvBaloT aboHeMeHT unu npuobpeTtatoT
Kakme-TO onuumm.

Bce atu cpeactBa mayt Ha noppepXaHue U pasBUTUE UrPbl, a TakKkKe Ha camy
0©e30MacHOCTb: COBEPLLEHCTBYIOTCA CUCTEMbl aBTOPM3aLMK, BbIMNYCKAKOTCA HOBblE NaT4yn
(umcbpoBble 3annaTku 4Ns NporpamMMm), 3aKpbiBalOTCA YSI3BUMOCTU CEPBEPOB.

B nogobHbIX Mrpax CTOMT onacaTbCsl HE CTONbKO CBOMX COMEPHUKOB, CKOMBbKO KpaKu
TBOEro Naporns, Ha KOTOPOM OCHOBaHa CUCTEMa aBTopu3auumn 6OMbLIMHCTBA Urp.

OcCHOBHble coBeTbI N0 6&30MacHOCTM TBOEro UFPOBOIrO akkayHTa:

1. Ecnn ppyron urpok Beget cebss nnoxo wnu cosgaeT Tebe HenpusiTHOCTW,
3abnoKMpym ero B CnUcke UrpoKos;

2. [Moxanymcsa agMumHUCTpaTtopamM Wrpbl Ha Moxoe MnoBeJeHue 3TOro WUrpoka,
XenaTenbHO NPUNOXNUTb KakMe-To JoKa3aTenbCTBa B BUAE CKPUHOB;

3. He ykasbiBan nu4Hyto MHOpMaLmio B npodanne urphbl;



4. YBaxan gpyrnx y4aCTHUKOB MO Urpe;

5. He ycTtaHaBnuBamn HeoduumanbHble NaTyn n Moabl;

6. Nicnonb3yn CnoxHble U pasHble naponu;

7. Daxe BO BpemMs Urpbl He CTOUT OTKMYaTb aHTUBUpyC. [Noka Tbl uUrpaewsb, TBOW
KOMMbIOTEP MOTYT 3apasunThb.

OUWINHT UnNun Kpaika JINYHbIX AaHHbIX

OOGbl4HOM Kpaxen OeHer U OOKYMEHTOB CErofHsl Y€ HWKOro He YAMBULWb, HO C
pasBUTUEM WHTEPHET-TEXHOMOMMN  3MOYMbILUNIEHHUKA NepeMecTUninCb B WUHTEPHET, U
NpoaOKaT 3aHMMaTbCs "NMobumbiM" genowm.

Tak nosBMnacb HoBas yrpo3a: MHTEPHET-MOLUEHHMYECTBA UM OULLIHT, FNaBHas uerb
KOTOPOro COCTOUT B MOSyYEeHMM KOHUAEHUMAnNbHbIX OAHHbIX NOSfib3oBaTenen - NOrnHOB U
naponen. Ha aHrnuickom asbike phishing untaetca kak domwmHr (ot fishing - peibHas noens,
password - naporb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLNHIOM:

1. Cneagn 3a cBoMM akkayHTOM. Ecnm Tbl nogospeBaellb, YTO TBOSA aHkeTa Obina
B3NloMaHa, To Heobxoammo 3abnokMpoBaTb €e M CoobWMTb agMUHUCTpaTopam pecypca ob
3TOM KaK MOXHO CKOpee;

2. Wcnonb3yn 6e3onacHble Be6G-canTbl, B TOM 4uUCNE, WHTEPHET-MarasvHoB WU
NMOUNCKOBbIX CUCTEM;

3. Mlcnonb3yn CrnoXxHble 1 pasHble naponu. Takum obpasom, ecnn Teba B3nomatoT, TO
3M10YMBbILUSIEHHMKIX NOSyYaT JOCTYN TOMbKO K OAHOMY TBOEMY MPOUIIIO B CETU, @ HE KO BCEM;

4. Ecnn T1ebsa B3nomanu, TO HeobXxoaMMmO npenynpeavTb BCEX CBOMX 3HAKOMbIX,
KoTopble fobaBneHbl y Tebsa B Apy3bsaX, O TOM, YTO Tebsi B3noManu U, BO3MOXHO, OT TBOEro
nmMeHun ByaeT pacchbinaTbCsa cnam M CCbINKN Ha (PULLNHIOBLIE CalThl;

5. YctaHoBu HagexHbi naponb (PIN) Ha MoOBUnbHbIN TenedoH;

6. OTKNO4YN coxpaHeHue napons B 6paysepe;

7. He oTkpbiBan gannbl 1 gpyrve BNOXEHUS B NMUCbMax LaXe €Cnv OHW Npunun ot
TBOMX ApYy3en. Jlyylle yTouHM y HUX, OTNpaBnisnu v oHn tebe atn hannoi.

Lindposaga penytaums

Lindpposas penytaums - 3T0 HeraTMBHas UnNmn NO3MTUBHaN MHGOpPMaLMs B ceTu o Tebe.
KomnpomeTupytowas nHpopmauus pasMmeLleHHasa B MIHTEPHETE MOXET Cepbe3HbIM 00pasom
OTpasnTbCH Ha TBOEW peanbHon Xn3Hu. "Lincdpposas penytaumnsa” - 9To TBON UMUK, KOTOPbIN
dopmupyeTcsa n3 uHgopmauum o Tebe B MHTEPHETE.

TBOoe MeCTO XuTenbctBa, Yy4ebbl, TBO€ (UHAHCOBOE MONOXEHME, OCOBEHHOCTH
XapakTtepa u pacckasbl 0 6rIM3KMX - BCe 3TO HakanmBaeTcsl B CETW.

MHorve nogpoCTKM NErKOMbICIIEHHO OTHOCATCA K Nybnukauum nu4HoM MHopmaumm B
NHTepHeTe, He NOHUMAasi BO3MOXHbIX MOCMEeACTBUN. Thbl Aaxe He CMOXellb AoragatbCs O
TOM, 4TO dpoTorpadums, pasmeleHHas 5 neT Hasaa, crana NpMYMHOM OTKasa NPUHATL Teba Ha
paboTy.

KommeHTapun, pasmelleHne TBoux doTorpadpui v aApyrve OencTBus MOryT He
NUCYE3HYTb AaXe nocrne TOoro, Kak Tbl WX yganuwb. Tbl He 3Haellb, KTO COXpaHwun aTy
MHdOpMauuio, nonana M oHa B NMOUCKOBbIE CUCTEMbI M COXpPaHUMAach N1 OHa, a rMaBHOe: YTO
nogymatot o Tebe okpyxatollee noan, KoTopble HaNaQyT N yBUAAT 3T0. Hantn nHdopmauyunio
MHOroO NeT ChycTa CMOXeT nobon - kak u3 fobpbix NOGYXOEHUN, Tak U C HaMEepeHWeMm
NPUYNHUTL Bped. OTO MOXET BbITb KTO YrogHo.

OcHoBHble cOBETbI NO 3aLmTe LMgpoBonN penytauuu:



1. MNMopyman, npexage 4em 4To-TO NybnukoBaTb U nepenasatb y cebsa B 6nore mnu B
coumarnbHON CeTu;

2. B HacTponkax npodursi yCTaHOBU OrpaHUYeHus Ha NPOCMOTP TBOEro npodunsa m
ero coepXxnmMoro, caenan ero Tonbko "ans apysen”;

3. He pasmewan n He ykasbiBan MHpopmaLumio, KoTopas MOXeT KOoro-nnmbo ockopbnaTb
nnm obmxaTb.

ABTOpCKOE npaBo

CoBpeMeHHble LLKOSIbHUKM - aKTUBHble Mofb3oBaTenn UMQpPoBOro npocTpaHCTBa.
OpHako ganeko He BCe 3HalOT, YTO Mofb30BaHME MHOMMMW BO3MOXHOCTSAMW LIMGPOBOro Mupa
TpebyeT cobnogeHns npaB Ha MHTENNEeKTyanbHyt0 CO6CTBEHHOCTb.

TepMnH "MHTENnekTyanbHasd COOCTBEHHOCTb" OTHOCUTCHA K pPasfMyHbIM TBOPEHUSM
4YernoBeyeckoro yma, HadMHas C HOBbIX Wu306peTeHuin UK 3HakoB, 0603HaYaroLnX
COBCTBEHHOCTb Ha MPOAYKTbI W YCAyrn, U 3akaHuMBasi KHUramu, oTtorpaduamu,
KMHOOMMbMaMn 1 My3blKanbHbIMU MPOM3BESEHNAMMN.

ABTOpCkMEe npaBa - 3TO npaBa Ha WHTeNneKkTyanbHyt0 COBCTBEHHOCTb Ha
Npou3BeeHNs HayKku, nuTepaTypbl U UCKycCcTBa. ABTOPCKME MpaBa BbICTYNalT B KayecTBe
rapaHTuUmM TOro, YTO MHTENNEKTYanbHbIN/TBOPYECKNA TPy aBTopa He ByaeT HanpacHbIM, AacT
eMy crnpaBefnvBble BO3MOXHOCTM 3apaboTaTb Ha pesynbratax CBOEero Tpyaa, NosyyYuTb
N3BECTHOCTb U NpusHaHune. Hukto 6e3 paspelueHns aBTopa He MOXET BOCMPOU3BOAUTL €ro
npouseBefeHne, pacnpocTpaHaTb, Ny6rMyHoO 4eMOHCTpMpOBaTb, NpogaBaTb, UMMNOPTUPOBATb,
nyckatb B Npokat, Ny6rnM4YHO UCNOSTHATL, NOKa3biBaTb/UCNONHATL B admpe unm pasmewaTsb B
NHTepHeTe.

Mcnonb3oBaHue "nMpartckoro” nporpaMMHoOro obecneyeHns MoxeT NPUBECTU K MHOMNM
puckam: OT MOTEepU LaHHbIX K TBOMM akkayHTaM A0 OnoKMpOBKM TBOEro YyCTPOWCTBA, rae
yCTaHOBMEHa HeneranbHaa nporpamma. He cTtouT Takke 3abbiBaTb, 4YTO CYLIECTBYIOT
neranbHble 1 6ecnnaTHble NPOrpaMMbl, KOTOPbIE MOXHO HANTU B CETMW.

O noprane

CeTeBun4oK.pch - TBOW rMaBHbIA COBETYMK B CETU. 34€eCb Tbl MOXeElWb Yy3HaTb O
©e30MacHOCTN B CETU MOHATHBIM M OOCTYMHbIM $13bIKOM, @ NPU BO3HUKHOBEHUM KPUTUYECKOM
cuTyauum obpaTuTbCa 3a COBETOM. A Takke MPUHATb ydacTue B KOHKypcax U CTaTb CamMbiM
LMppoBbIM rpaxkgaHMHoOM!

MpunoxeHue N 3

MamsaTka
ansa poguteneun o6 nHpopmaumoHHON 6e30NacHOCTU aeTen

OnpepenerHne TepmuHa "mHopmaumoHHaa 6e3onacHoOCTb OeTen" CoaepXuTcs B
depepansHom 3akoHe N 436-03 "O 3awmTte geten oT MHopmaumm, NPUYNHSIOLWEN Bped MUxX
300pOBbD U pPasBUTUID", PErynmpylowmnM OTHOLLEHUS, CBSI3aHHble C 3aliMTon OeTten oT
MHOpPMaUUK, NMPUYKHAKOLWEN Bped WX 300poBbio M (unu) passutuio. CornacHo gaHHoOMy
3aKOHy "MH(popmauuoHHas 6esonacHoOCTb geTen" - 3TO COCTOSHUE 3alUMLLEHHOCTU, Npu
KOTOPOM OTCYTCTBYET PUCK, CBSA3AHHbINA C MPUYMHEHMEM MHGOPMaLMEN Bpeda UX 30OPOBbLI0 U
(Mnn) dunanyeckomy, NCUXNYECKOMY, JYXOBHOMY, HDABCTBEHHOMY Pa3BUTUIO.

B cuny ®epepansHoro 3akoHa N 436-O3 wHpopmMaumen, nNpuyuMHSAIOWEN Bpen
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30POBbIO U (UNN) PasBUTUIO OeTeEN, ABMSETCA:

1. MHOpMaUNSA, 3anpeLLeHHas a8 pacnpocTpaHeHus cpeaun geTeun;

2. nHdopMaumsi, pacnpocTpaHeHne KOTOpOM OrpaHUYeHo cpean geTen onpeneneHHbiX
BO3paCTHbIX KaTeropun.

3. K nHpopmaumm, sanpeLleHHon ansa pacnpocTpaHeHus cpeau aeTen, OTHOCUTCS:

4. nHpopmauma, nobyxaawLwas OeTEN K COBEPLUEHUIO AENCTBUN, NPeACcTaBnsOWmMX
Yyrpo3y WX XW3HM u (MnNn) 300POBbIO, B T.4Y. MPUYUMHEHUIO Bpega CBOEMY 340POBbLIO,
camoybumncTay;

5. cnocobHOCTb BbI3BaTb Yy AeTen XenaHue ynotpebutb HapKOTMYECKME CpencTBa,
NMCUXOTPONHbIE N (MNKN) oAypMaHuBawLLne BellecTBa, TabayHble n3genus, ankorosibHy U
CNMpTOCOAEPXKALLYO NPOAYKUMIO, MUBO W HAaMWUTKW, W3roTaBNIMBaeMbleé Ha €ro OCHOBE;
NMPUHATbL ydYacTue B as3apTHbIX uUrpax, 3aHMMaTbCs MNpPOCTUTYUMEN, BPOASIKHUYECTBOM UMK
nonpoLlanHNYeCTBOM;

6. obOocHoBbIBalOLWass wnM onpaeabiBalowas [OMyCTUMOCTb Hacunma u (unu)
XecTokocTn nnbo nobyxaaroLas ocyLeCcTBASATb HACUITbCTBEHHbIE AEACTBMS NO OTHOLUEHMIO
K NIOOAM U XXMBOTHbIM;

7. oTpuuaroLwas ceMenHble LLeHHOCTM U hopMupyoLLas HeyBaXKeHNe K poanTensMm U
(vnn) gpyrnm yneHam cembu;

8. onpaBabiBaoLLas NPOTMBOMNPaBHOE NOBEAEHNE;

9. cogepxallas HeLeH3ypHyto 6paHb;

10. cogepxawas nHpopmaumo NopHorpadmn4ecKoro xapakrepa.

K nHdopmaumm, pacnpoctpaHeHne KOTOPOW OrpaHUYEeHo cpean aeten onpeaerieHHoro
BO3pacTa, OTHOCUTCS:

1. nHpopmauma, npeacrasnsemMas B BUAE U300OpaKeHUs UM ONUCAHUSA XECTOKOCTMU,
dunanyeckoro n (MnNn) NCUXMYECKOro HaCUNUs, NPECTYNIIEHNS UM UHOTO aHTUOBLLLECTBEHHOIO
JEeNCTBUS;

2. Bbi3blBalOWAsa y AeTen CTpax, y)Kac UM NaHuky, B T.4. NpeAcTaBnsiemMas B Buae
n3obpaxxeHna WNU ONUCaHMA B  YHMWXKAIOLWENW 4YeroBeveckoe [OOCTOMHCTBO dopme
HeHacuUNbLCTBEHHOW CMepTH, 3aboneBaHns, camoybuncTea, HeCHacTHOro criyyas, aBapum nnu
KatacTtpodbl 1 (UNK) X NOCNEACTBUMN;

3. npeacTtaBnsgemast B Buae n3obpaxeHus uim onncaHus nosioBbiX OTHOLLEHUI MeXay
MY>XYMHOWN U XKEHLLMHOW;

4. copepxawan OpaHHble CnoBa W BblpaXEHWUs, HEe OTHOCALUMECA K HELEH3YpHOW
OpaHn.

C yuyetom aTtoro Bam npegnaratotcsa npasuna pabotbl B cetm WHTepHeT ans
pasnu4YHbIX BO3PacCTHbIX KaTeropun, cobniogeHne KOTopbiX MNO3BONMT  obecneynTb
MHOPMAaLNOHHY0 6e30MacHOCTL BalUMX AETEN.

O6wwue npasuna gnsa poantenen

1. HesaBucmmo oT Bo3pacTta pebeHka uCnonb3ynTe nporpammHoe obecneveHue,
nomorawuiee QubTpoBaTb W KOHTPONMPOBaTb MHMOPMAaUMIO, HO He rnonaranTecb
NOJSTHOCTBIO Ha Hero. Bawe BHUMaHue K pebeHky - rmaBHbI MeTog, 3aLmThl.

2. Ecnn Baw pebeHOK uMeeT akkayHT Ha OAHOM U3 couuMarnbHbIX CEPBUCOB
(LiveJournal, blogs.mail.ru, vkontakte.ru un T.n.), BHUMaTENbLHO N3y4nTE, Kakyto MH(oOpmMaLnio
rnomeLLatoT ero y4acTHMKM B CBOMX Npochunsax un 6norax, Bkrtoyasa potorpacumn n Buaeo.

3. llpoBepbTe, C KakMMu OpYyrMMyn cauTamMu CBA3aH couuvanbHbin cepBuc Ballero
pebeHka. CTpaHudkm Bawero pebeHka moryT ObiTb 6e30nacHbIMW, HO MOFYT U COAEPXaTb
CCbIfIKM Ha HexenaTesnbHble U onacHble canTbl (HanpuMmep, NOPHOCANT, UM CanlT, HA KOTOPOM
Apyr ynoMvHaeT HoMep CoToBOro TenedoHa Bawero pebeHka nnun Baw gomawHmii agpec)



4. Moowpsante Bawmnx geten coobwate 060 BCEM CTPAHHOM WX OTTaNKMBAKOLUM U
He CIMLLKOM OCTPO pearvpymTte, Korga OHW 3TO AenatoT (M3-3a onaceHnsa notepsaTb AOCTyn K
WHTepHeTy OeTn He roBopAT poauTenam o npobnemax, a Takke MOryT HayaTb UCNOSb30BaTb
WHTepHeT BHe AOMa U LUKOSbI).

5. byaobTe B Kypce ceTeBon Xn3Hu Bawero pebeHka. MIHTepecynTech, KTO UX ApYy3bs B
NHTepHeTe Tak Xe, Kak MHTepecyeTecb peanbHbIMU ApY3bSMU.

BospacTt o1 7 o 8 net

B WHTepHeTe pebeHOK cTapaeTcs NOCETUTb T€ UMM UHbIE CalTbl, @ BO3MOXHO U 4aThl,
paspeLLeHne Ha noceLleHne KOTopbiX OH He nonyyun 6bl oT poautenen. Moatomy poantenam
ocobeHHO none3Hbl OyayT Te OTYyeTbl, KOTopble NpPenoCTaBNsAKTCA nporpamMmamu Mo
OrpaHnYeHunto ncnonb3oBaHMsa NHTepHeTa, T. €. PoOUTENbCKUA KOHTPOMb WMNW TO, YTO Bbl
CMOXeTe yBMAETb BO BpeMeHHbIX dannax. B pesynbTaTe, y pebeHka He ByaeT ouwlyuieHus,
YTO 32 HUM BeLeTCHA NMOCTOAHHbLIA KOHTPOMb, OQHAKO, poauTenn ByayT no-npexHemy 3HaTb,
Kakune canTbl nocewlaeT ux pedbeHok. [leTn B gaHHOM Bo3pacte ob6nagatoT CUIbHbIM YYBCTBOM
CeMbM, OHW OOBEPYMBbLI U HE COMHeBaloTCs B aBToputeTax. OHKM nobAT urpatb B CeTEBblE
Urpbl 1 nyTewwecTsoBaTb No MIHTEPHETY, MCNONb3YSA 3MEKTPOHHYIO MOYTY, 3aXOAUTb Ha CanThbl
N YaTbl, HE PEKOMEHAOBAHHbLIE POAUTENSIMMN.

CoBeTbl N0 6e3onacHocTn B ceTn IHTepHeT ansa geten 7-8 net

1. CosganTte CNUCOK JOMaLUHUX nNpaBusl nocelleHna NHTepHeTa npu yyactum geten u
TpebynTe ero BbINOSHEHWS.

2. Tpebynte ot Bawero pebeHka cobniogeHna BpeMeHHbIX HOPM HaxOoXAeHus 3a
KomnbtoTepoM. [Nokaxute pebeHky, yTo Bbl Habniogaete 3a HMM He noTtomy 4yto Bam aTo
Xo4yeTcsl, a NnoToMy 4To Bbl Becnokontecb o ero 6e3onacHoOCTM 1 Bcerga rotoBbl €My NOMOYb.

3. KomnbtoTep ¢ nogkntodeHnem Kk MHTepHETY OOMMKEH HaxoauTbCcs B oOLen KoMHaTe
noa NpPUCMOTPOM poanTenen.

4. Vicnonb3ynTte cneumanbHble 4eTCKME NOUCKOBbIE MAaLUMHBbI.

5. Ucnonbayinte cpencrea GroOKMpOBaHNA HEXenaTenbHOro KOHTEHTA KakK AoMNosiHeEHWEe
K cTaHaapTHOMY PoamMTtenbckoMy KOHTPOITHO.

6. Cosgante CeMEeNHbIN SNEKTPOHHbIN SAWMK, 4TOObl HEe MO3BONUTbL AETAM WUMETb
cobCcTBEHHbLIE agpeca.

7. bnoknpynte goctyn K cantam ¢ 6ecnnaTtHbIMU MOYTOBBIMU SALLMKAMU C MOMOLLBIO
COOTBETCTBYHLLENO NPOrpamMmMHOro obecneyeHus.

8. lpuyunte peten coseToBaTbCs C Bamu nepen onybrnvkoBaHMEM Kakom-nnbo
MHOpMaUUM CcpeacTBaMm  ONEKTPOHHOW MOYTbl, YaTOB, PErucTpauuoHHbIX opMm u
npodunen.

9. HayuuTte peten He 3arpyxaTb pannbl, nporpaMmmbl unu My3blky 6e3 Baluero
cornacus.

10. He paspewante p[eTsaMm uWCNONb3oBaTb CNYXObl  MrHOBEHHOro obMeHa
COODLLEHNAMMN.

11. B "6enbin" cnucok canToB, pas3peLleHHbIX A5si NMOCELLEHNs], BHOCUTE TONbKO CalTbl
C XopoLuen penyTtauunen.

12. He 3abbiBante 6ecenoBaTtb ¢ AeTbMn 006 nx Aapy3bsax B VIHTepHeTe, Kak ecnu Obl
peyb Lna 0 Apy3bsX B peanbHOM KU3HMW.

13. He penawnTte "taby" n3 BonpocoB MOMOBOM XN3HW, TaK KaK B VIHTepHeTe aeTn MoryT
Nerko HaTKHYTbCA Ha NopHorpadouio Unn canTbl "ansa B3pocrbix”.

14. lMpuyunte Bawero pebeHka coobwate Bam O mnobbiXx yrpos3ax unuM TpeBorax,
cBA3aHHbIX ¢ WMHTepHeToM. OcTaBanMTeCb CMOKOMHbIMW W HANOMHUTE AEeTAM, YTO OHU B
6Ge3onacHOCTH, ecniv camu pacckasanu BaMm O CBOMX TpeBorax. [loxBanute mx n nocoseTymTe



noaonTn eLle pa3 B NogobHbIX criyvasix.
Bospact getenn ot 9 go 12 net

B oaHHOM Bo3pacTe AeTw, kak nNpaBumo, yXKe HacrblilwaHbl O TOM, Kakas MHopmauus
cyuwectByeT B MIHTepHeTe. CoBepPLUEHHO HOPMaribHO, YTO OHU XOTAT 3TO YBUAETb, MPOYECTb,
ycnblwatb. [MpyM 9TOM HYXXHO MOMHWUTb, YTO OOCTYN K HeXenaTenbHbiM MaTtepuanam MOXHO
nerko 3abnokmpoBaTb Npu NOMOLLM cpeacTs PoanTtenbCckoro KOHTPOnS.

CoBeTbl No 6e3onacHocTu Ans aeten ot 9 oo 12 net

1. Co3pganTe CnNUCOK AOMAaLLHMX NpaBui nocelweHnsa VIHTepHeT npu yyYactum geten u
TpebynTe ero BbINOSHEHMS.

2. Tpebynte oT Bawero pebeHka cobniogeHnst HOpM HaxoXAeHNS 3a KOMMNbIOTEPOM.

3. Habnwogante 3a pebeHkomM npu paboTe 3a KOMMbOTEPOM, MOKaXuTte emy, 4To Bbl
Becnokontechb 0 ero 6€30nacHOCTM N BCerga rotoBbl Oka3aTb €My NMOMOLLb.

4. KomnbloTep ¢ nogknoveHnem B MIHTepHET AofmkeH HaxoauTbcsl B obLlien KomHaTe
noa NPUCMOTPOM poanuTernen.

5. cnonb3ayite cpeacTtBa 6r0KMpoBaHMSA HeXenaTenbHOro KOHTEHTa Kak AOMOofHeHne
K cTaHgapTHOMY PoamMTtenbckoMy KOHTPOIIHO.

6. He 3abbiBanTe npuvHUMaTb HENOCPEeACTBEHHOE Yy4yacTne B XU3HW pebeHka
becepnoBaTh ¢ AeTbMU 00 NX Apy3bsaX B MIHTepHeTe.

7. HacrtamBanTte, 4TOObl OETU HUKOrga He cornawanucb Ha JIMYHble BCTPEeYn C
apysbamu no VIHTepHeTy.

8. lNos3BonanTe AeTaM 3axoauTb TOMbKO Ha canTbl M3 "6enoro" cnucka, KoTopbin
co3ganTe BMECTe C HUMMW.

9. lpuyunte OeTen HUKOrga He BblgdaBaTb JIMYHYH WMHOpMauUuio cpencTeBamu
3MIEKTPOHHOW MOYTbI, YAaTOB, CUCTEM MrHOBEHHOrO 06MeHa COOBLLEHNAMMU, PErMCTPALMOHHBIX
dopM, NNYHBIX NpodMnen n Npu perncTpaLmm Ha KOHKypCbl B IHTepHeTe.

10. MNpuyunte geten He 3arpyxatb nporpammbl 6e3 Balero paspewenus. O6bscHuTe
UM, YTO OHM MOTYT CflydanHO 3arpy3uTb BMPYCbl UNN APYroe HexernaTerbHOe NporpamMmmMHoe
obecneyeHwue.

11. Cospgante Bawemy pebeHKy OrpaHuWYeHHyl Y4eTHyk 3anucb And paboTbl Ha
KOoMMblOTEPE.

12. lMpuyunte Bawero pebeHka coobuwatb BaM O nobbIX yrpo3ax unmM Tpesorax,
CBA3aHHbIX C WHTepHeTOoM. HanomHuTe pgeTtsiM, 4TOo OHM B ©e3onacHOCTW, ecnn camu
pacckasanu Bam O CBOMX TpPeBOrax 1 onaceHusix.

13. Pacckaxute getsm o nopHorpadum B IHTepHeTe.

14. HacramBante Ha TOM, 4TOObl O€TW nNpedocTaBNanNM BaM [[OCTYN K CBOEW
3MEKTPOHHOM NoYTE, YTOOLI Bbl YOEAUNMCh, YTO OHM HE 0BLWaTCA C HE3HAaKOMUAMMN.

15. OO6bsicHMTE [eTsiM, 4YTO Henb3d WCMNOoNb3oBaTb CeTb AN  XYyJWUraHcTBa,
pacnpoCTpaHEeHUs CNNeTEH Un yrpos.

Boapact geten ot 13 go 17 nert

B aTtom BoO3pacTe NogpOCTKM akTUBHO UCMOSb3YOT NMOUCKOBbIE MalUMHbI, NOMb3YKTCS
3NEKTPOHHOM MOYTOM, cnyx6amm MrHoBeHHoro obmeHa coobLeHNAMN, cKavunBatoT My3bIKY U
dunbmbl. ManbymMkam B 3TOM BO3pacTe Oonblue No HpaBy CMeTaTb BCE OrpaHUYEHUS, OHU
XaxayT rpyboro tomopa, asapTHbIX Urp, KapTUHOK "anga B3pocnblx". [JeBoyku npeanoymtaroTt
obwaTtbCa B 4artax, Npu 3TOM OHM ropas3go 6onee 4yBCTBUTEMbHbI K CeKCyanbHbIM
aomoraTtenncTtBam B IHTepHeTe.

3avacTylo B OJaHHOM BoO3pacTe poauTenisM Yyxe BecCbMa CIIOXHO KOHTPONUpOoBaTb



CBOMX AeTen, Tak kak 06 IHTepHeTE OHWM yXKe 3HalT 3HAYUTENbHO BOoMbLUEe CBOUX POAUTENEN.
Tem He MeHee, He oTnyckanTe geten B "cBobogHoe nnasaHue" no MHTepHeTy. CTapanTtech
aKTUBHO y4yacTBoBaTb B 06wweHnn pebeHka B IHTepHeTe.

BaxHo no-npexHemy cTtporo cobntogate npasuna WHTepHeT-6e3onacHoOCTU -
cornawieHne mexagy poautenamum n getomun. Kpome TOro, HeO6XogMMO Kak MOXHO 4alle
npocMaTtpuBaTb OT4EThbl O AedATenbHOCTU AeTen B HTepHeTe. Cneayet obpaTuTb BHUMaHUe
Ha HeobGXOAMMOCTb COAEpPXaHWA POAUTENbCKUX naponen (naponen agMUHUCTPaTOpOB) B
CTPOromM cekpete 1 0bpaTuUTb BHUMAHWUE Ha CTPOroCTb 3TUX NapOnemn.

CoBeTbl N0 6e3onacHOCTN B 3TOM Bo3pacTe oT 13 o 17 net

1. CosganTe COMCOK [OMalIHMX MpaBun noceweHns KMHTepHeTa npu  yydactum
noapocTkoB M Tpebynte 6Ge3ycnoBHOro ero BbinonHeHuss. O6roBopute ¢ pebeHKOM CrMcok
3anpeLleHHbIX canToB ("4epHbI cnucok"), Yacbl paboTbl B MHTepHeTe, pyKOBOACTBO MO
obweHunto B IHTepHeTe (B TOM Yucre B YaTax).

2. KomnbloTep € nogknoyeHnem k cetu WHTepHeT OommkeH HaxoauTbca B ObLuen
KOMHarTe.

3. He 3abbiBante 6ecepoBatb ¢ geTbMn 06 nx apy3bsax B IHTEpHETE, O TOM, YEM OHMU
3aHATbl TakuMm obpasom, ByaTo peudb MAET O APYy3baAX B peanbHoOW XusHu. CnpawwuBante o
nogax, C KoTopbiMM  AeTu  obLwarTcss nocpeacTtBoOM  cnykG MrHoBeHHoro obmeHa
coobLeHnammn, 4tobbl yoeanTbCa, YTO 3TU NOAMN UM 3HAKOMBbI.

4. Vicnonb3ynTe cpeacTtsa 6nokMpoBaHUsA HeXenaTenbHOro KOHTEHTa Kak JOMOMHEHNE
K cTaHgapTHOMY PoantensckoMy KOHTPOSIHO.

5. Heobxogmmo 3HaTb, KakMmu 4Yatamm nonb3dyoTca Bawwn petn. lMoowpsante
NUCrnonb3oBaHWe MoepupyeMbliX 4YaToB M HacTavBauTe, 4ToObl AeTun He obwanucb B
NpUBaTHOM pEXMME.

6. HactanBante Ha ToM, 4YTOBbI OE€TU HUKOrA4A He BCTpPeYanucb JIMYHO C APY3bSAMU U3
ceTn NHTepHerT.

7. lpuyunte peTen He BblgaBaTb CBOK JIMYHYKO UMHGOPMaUMIO cpeacTeamm
9NEKTPOHHOM NOYThbI, YaTOB, CUCTEM MIHOBEHHOIrO O6MeHa COOBLLEHNSAMN, PErMCTPaUMOHHbIX
dopM, NNYHBIX Npodmnen n Npu perncTpaLmm Ha KOHKypcCbl B IHTepHeTe.

8. Mpuyunte geten He 3arpyxaTb nporpammbl 6e3 Bawero paspelwweHus. O6bacHUTE
UM, YTO OHM MOTYT CfyYanHO 3arpy3uTb BUPYCbl UMW OpYyroe HexenaTtenbHoe nporpaMmmHoe
obecneyeHne.

9. lMpuyunte Bawero pebeHka coobwate BaMm O nObbIX yrpo3ax WU Tpesorax,
cBA3aHHbIX C WHTepHeTOoM. HanomHuTe fgetam, 4to OHM B 6e30MmacHOCTW, eCcnu camu
pacckasanu Bam, O CBOMX yrposax unu tpesorax. [loxsanute nx n nocoBeTynte NogonTn eLle
pa3 B NOAOOHbIX Criyyasx.

10. Pacckaxunte getam o nopHorpadum B NHTepHeTe. Nomornte nm 3awmntuTbCs OT
cnama. Hayuute nogpocTKOB He BbldaBaTb B VIHTepHeTe CBOero pearibHOro 3r1eKTPOHHOro
agpeca, He OTBeYaTb Ha HexenaTesibHble NMMCbMa M UCMOMb30BaTh CreunasnbHble NOYTOBbLIE
PUNbTPLI.

11. Mpuy4dnte cebs 3HaKOMUTBLCS C cCanTaMn, KOTopble NoceLaT NOAPOCTKM.

12. Hayunte pgeten yBaxaTb OpPYrnX B MHTEpHETE. YbeamTechb, YTO OHM 3HAKOT O TOM,
YTO NpaBusia XopoLIEero NoBeaeHNs1 AENCTBYIOT Be3ae - JaXe B BUPTyaribHOM MUpe.

13. Ob6bsACHMTE OeTsaM, 4YTO HM B KOEM Crnyyae Henb3s ucnonb3oBatb CeTb aAns
XynuUraHcTBa, pacnpocTpaHeHUs CNieTeH UK yrpo3 ApYyrum foasam.

14. Obcyaute ¢ nogpocTkamm nNpobremMbl CeTEBbIX a3apTHbIX UIP U UX BO3MOXHbIN
puck. HanoMmHuTe, YTO AeTN He MOTYT urpaTb B 9TU UrPbl COrMacHO 3aKOHY.

[MOCTOSAHHO KOHTpONUpynTe ucnonb3oBaHue WHTepHeTa Bawwum pebeHkom! 3T0 He
HapyLleHne ero NMYHOro NPOCTPaHCTBa, a Mepa NpefoCTOPOXHOCTU U nposiBneHne Baluen
pPOOUTENBCKON OTBETCTBEHHOCTU U 3a00TbI.






